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these spaces. There is a particular focus on the gamification of violent extremism in the
metaverse, an issue—i.e. the gamification of violent extremism—that is causing increasing
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violent extremists will utilise, exploit, and misuse the metaverse and related technologies due
to the early stage of its conceptualisation and development, it is possible to develop hypotheses
based on past trends and current examples demonstrating manipulation of online spaces that
resemble aspects of the metaverse. In fact, aspects of the gamification of violent extremism in
the metaverse may well have distinct overlaps with current threats, but simply utilise emerging
technologies and take place within developing and more immersive online spaces.
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Introduction

Violent extremists have been using media tools and technologies to further their own cause—e.g.
for the spread of propaganda, recruitment, attack planning, communications strategies, etc.—
for numerous decades. From the early use of murals, to newspapers, magazines, and billboards,
to photocopying and distributing extremist materials, to the use of radio, film, and television,
to more modern-day uses of what can be defined as the Internet, violent extremists have been
particularly innovative and early adopters of technologies.! With the online element, there are
numerous examples that exemplify this innovative adoption of technology, including the use of
Bulletin Board Systems (BBSs); as indicated by the name, these were basic bulletin-board-type
online spaces which people could reach through computers using dial-up connections to access
various forms of information.? These mostly text-based (and basic pixel-generated pictures),
hobbyist-run services played a large part in the online landscape of the 1980s and 1990s. The
adoption of online technologies only increased with subsequent developments of the Internet.
This includes both jihadist and far-right extremist-related forums with the emergence of Web
1.0, and the use of both mainstream and obscure social media platforms since the introduction
of Web 2.0.3

An aspect that is at the forefront of thought for many stakeholders working in this field
is determining where future threats lie. In this regard, there are a number of particular
considerations around violent extremists’ exploitation of emerging technologies and/or
those aspects that have previously been overlooked. This includes how violent extremists
will utilise and manipulate the decentralisation associated with the emergence of Web 3.0, or
related concerns regarding the opportunities afforded to them through the expansion of the
metaverse. However, research and literature in this area are still at an emergent point due to
the early stages of conceptualisation and development of the metaverse, even though aspects of
it already exist (as mentioned later). Connected to the metaverse, though of course standalone
and distinct in its own ways, there is growing concern of late with the intersection between
violent extremism and video gaming*, with “gamification”—i.e. “the use of game design elements
in non-game contexts”>—being one of these intersections. Gamification has been present and
had a disconcerting influence on numerous recent real-world attacks, including Christchurch,
Halle, and Buffalo®. This paper discusses a range of these aforementioned aspects, but has a
particular focus on the gamification of violent extremism in the metaverse; thought to be (at
the time of writing), one of the first pieces, if not the first piece, of literature to consider this
particular problem.

There are, however, various considerations that need to be mentioned at this early juncture.
First, although this paper mentions both jihadist and far-right examples throughout, there is
a particular focus on the latter. This is primarily due, at least anecdotally, to the predominant
use of gamification emanating from the far-right. However, it is critical to not underestimate
others’ use of the concept and its implementation in or with emerging technologies.” Second,
it is also important to emphasise that the metaverse is, as will be discussed throughout the
paper, an emerging technology, one that is debated both definitionally and conceptually. Thus,
aspects of the analysis will naturally be speculative. Saying that, however, the analysis is based
on current appropriate examples of violent extremism, and aspects and technologies that
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resemble, according to relevant experts in the field, the metaverse or what it may come to look
like. In this regard, although new technologies afford new types of threats, it is important to
remember that other threats will have distinct similarities to current and past ones though
simply use new technologies to achieve their goals and take place within developing and more
immersive online spaces.

Nevertheless, this paper is structured as follows. The first and following section provides a brief
introduction, overview, and conceptualisation of the metaverse, outlining its potential uses. The
section thereafter considers how violent extremists could exploit the metaverse more generally.
The conversations thus far provide a foundation for the following section which considers the
potential for the gamification of violent extremism in the metaverse, providing an exploration of
particular examples relating to this threat. As part of this, the paper more generally explores the
intersection between video gaming, violent extremism, and the metaverse. A short conclusion
follows which discusses where future research should focus.

The Metaverse

The term “metaverse” was thought to be conceived by sci-fi author Neal Stephenson in his 1992
novel, Snow Crash, which sees the chief protagonist socialise, shop, and defeat enemies through
their avatar. However, the concept predates this and was popularised within William Gibson’s
1984 novel, Neuromancer.® Almost 40 years later, there are several companies, such as Facebook
(which has renamed to Meta), that appear to vehemently believe the metaverse represents the
future of our online experiences®, demonstrated by committing extremely large resources to
developing the concept (though at the time of writing there have been numerous redundancies
at Meta, an issue affecting the tech sector more widely). Many other tech companies—small,
large, and everything in-between—are also investing early in the metaverse and contributing
to building the infrastructure, including Microsoft, Apple, and Google, with various non-tech
companies such as Nike also starting to consider and map out their presence in this space.
Although it is difficult to predict concisely, demonstrated by the wide range of figures presented,
many believe that the global metaverse market will be in the hundreds of billions of dollars
within the next decade, and that “by 2026, 25% of people will spend at least an hour daily in
the metaverse...”!?

What, though, is the metaverse? The metaverse is challenging to define and conceptualise due
to it being in the very early stages of development. It is this complexity and ambiguity that
makes it difficult to precisely predict what the concept will come to resemble. Unsurprisingly,
there is disagreement about what the metaverse will look like or what it will represent. This
is “because the term doesn’t really refer to any one specific type of technology, but rather a
broad (and often speculative) shift in how we interact with technology.”!* Some have described
it—or at least a potentially prominent aspect of it—as being “a 3D version of the Internet and
computing at large...[and] always being within a computer and inside the Internet.”*? What can
also reasonably be determined is the metaverse is proposed to be a vast network of virtual
environments in which extremely large numbers of people can interact with one another.”® It is
thought servers will be able to host potentially thousands or even millions in the future, where
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people can intermingle in the same space or spaces. It is predicted to “provide users immense
autonomy in terms of personal expression and creativity in a permissionless and decentralized
digital space.”* In its simplest understanding, the metaverse is thought to develop into “a
shared virtual space that is interactive, immersive and hyperrealistic.”*®

The metaverse represents a vision which is the setting for numerous online activities, including
gaming, play, studying, shopping, working, socialising'®, worship'’, and even watching sports
and presumably buying virtual merchandise within virtual stadiums.'® Many of these activities
will be undertaken through the adoption of existing (and developing) augmented (AR), virtual
(VR), and mixed-reality technologies (MR), making the metaverse a “persistent, synchronous,
and live experience...providing an extremely social atmosphere as it bridges the physical and
digital divide.”'® Here, AR is “a combination of synthetic and physical reality in which users
can move in a real-world improved by virtual data that allow them to have extra information,
useful for carrying out complex tasks.., MR, “where the environment in which people move
is a combination of the real and the virtual..”, and VR, “in which users enter a completely
virtual dimension by using an avatar, through which they can experience an alternative life in a
dimension that reproduces, replaces, and enhances the real world.”°

Although the metaverse is still at its very early stages of conceptualisation and development,
there are aspects and elements that already exist. These include the hosting of Metaverse Fashion
Week in Decentraland in 2022, live concerts in various online spaces (including Fortnite) which
have attracted audiences in the millions?!, various VR social media platforms like VRChat and
AltspaceVR, virtual workspaces like Immersed??, and the ability to purchase virtual real estate
through companies like Sandbox.” Public services have even started to explore the potential
opportunities offered through presence in these spaces, including cities like Seoul providing
access to many of its public services through the metaverse?*, and organisations like INTERPOL
launching a global police service in the metaverse.?® Further, through the use of VR headsets, for
example, users can already access a range of online virtual domains that include Meta’s Horizon
Worlds, Decentraland, and OverTheReality.?® These wide-ranging examples have led some to
argue that “limits are non-existent in the metaverse.”%’

Although there are multiple opportunities to access experiences in virtual, augmented, and
extended realities, there are some issues present such as a lack of a single portal for access.?
Resultantly, some argue that insinuating one of these activities constitutes the metaverse is
similar to stating that “Google is ‘the Internet.”?° This has led to the outlining of a number of
different elements that the metaverse needs to encompass to be labelled as such, including:
“realism” (or “presence”?),i.e.the notion or feeling of actually beingin a virtual space with others,
enabling “people to become emotionally immersed in the virtual world”*!; “ubiquity”, i.e. the
ability to access virtual spaces through all devices using one virtual identity??; “interoperability”,
i.e. being able to travel seamlessly between different virtual spaces and, critically, being able
to bring with you the same virtual assets, including your avatar(s), clothes, cars, currencies,
etc., as well as your identity (some believe this is vital for the metaverse to work??, though
others question the extent of how quickly this can be developed due to technological and legal
difficulties®*); “standardization”, i.e. “interoperability of platforms and services across the
metaverse”3>; and “scalability”, i.e. “having the network architecture deliver sufficient power
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to enable massive numbers of users to occupy the metaverse without compromising the
efficiency of the system and the experience of the users.”*® These considerations have led some
to reflect upon whether single games or platforms should be referred to as the “metaverse” and
a collection of metaverses referred to as a “multiverse of metaverses.”?’

The Metaverse and Violent Extremism

As with most, if not all, emerging technologies, alongside the vast range of positive aspects
and opportunities, the metaverse can be exploited by iniquitous actors and can bring new and
emerging threats and risks. As the idea and actuality of the metaverse develops, a pressing
concernis public safety. With consideration of the risks posed by violent extremist-related issues,
there is already concern amongst some researchers that “its evolution promises new ways for
extremists to exert influence through fear, threat, and coercion...[thus] there is potential for
the metaverse to become a new domain for terrorist activity.”*® This is emphasised through the
introduction of what might resemble a borderless society, particularly if the intended seamless
objective of the metaverse is achieved. The lack of physical presence required to undertake acts
of violent extremism within immersive environments in different locations is accentuated here.
There is, however, very little written about this and the intersection between violent extremism
and the metaverse more generally, particularly when it comes to academic literature; an issue
that is expected due to the very early nature of the threat. Saying that, the issue is starting to
generate some traction, though in the very early stages.

Inablogreleased atthe beginning of 2022, researchers atleastbegin to outline ways in which the
metaverse can be exploited by violent extremists.?® The first of these is recruitment, which the
authors argue can be enhanced through the use of artificial intelligence, and other metaverse-
related features. In this regard, prominent violent extremists and recruiters can address their
followers, and potential recruits, in new and innovative ways. They will, as the authors outline,
“be able to sit on a virtual park bench with any number of potential followers and entice them
with visions of the future...meet with would-be followers in a virtual rose garden or lecture hall.”
Thus, the “emerging metaverse affords extremist leaders a new ability to forge and maintain
virtual ideological and social communities and powerful, difficult-to-disrupt ways of expanding
their ranks and spheres of influence.”*® Second, labelled as “coordination”, the metaverse could
offer preparation for action in the physical world through training and familiarity within the
digital world. This can be undertaken within the comfort of their own personal spaces, like
home. Here, “the metaverse offers new ways to coordinate, plan and execute acts of destruction
across a diffuse membership.”!

As argued within a report released by EUROPOL*, with “virtual environments becoming more
realistic, this may provide an increasingly useful environment for training, both in generally
available applications and in specifically (re-)created environments and scenarios. As an
increasingly accurate and complete digital twin*? of reality becomes available, this may provide
real-time information on planned targets. At some point, this may even allow for military
reconnaissance and planning to be carried out within the metaverse.” The third and final
consideration is the potential afforded by the metaverse for new targets. The authors argue
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that just as physical structures—buildings, bridges, etc.—can be attacked in the real world,
the same can occur in the virtual world. This can be in the form, for example, of “swastikas on
synagogues, disruptions of real-life activities like banking, shopping and work, and the spoiling
of public events.”** These types of incidents could “take a psychological toll and result in real-
world harm.”* Finally, in addition to these three considerations, amongst others, it can be also
reasonably argued that the metaverse can be used for propaganda, linking to the recruitment
aspect above (and of course adding radicalisation to this), and for the financing of terrorism
through the exchange of cryptocurrencies and NFTs (non-fungible tokens) within this space
(often utilising anonymity), similar to the concerns associated with gaming more widely.*®

Video Gaming, Violent Extremism, and the Metaverse

Although the metaverse is envisaged to be far more expansive than video gaming alone, it is
difficult to not at some point consider intersections between the two; where gaming is widely
thought to form an important part of the metaverse and a dominant force in its future. There
are already a number of examples of gaming which arguably demonstrate core elements of
the metaverse*’. These include “massively multiplayer virtual reality games such as World of
Warcraft, Rec Room or Horizon Worlds, where participants use avatars to interact with each
other and manipulate their environment,”*® or Second Life, “a simulation game that lets users
experience virtual reality in which their avatar could shop, eat, shower, and do everything they
would in real life.”** As early as 2003 when it was first launched, Second Life was “often referred
to as an early example for its replication of all aspects of life.”> More recent examples of gaming
are considered to be even closer representations of the metaverse (or at least envisions of it),
including Roblox and Minecraft.

However, although there are various positive economic, health, social, and psychological
benefits of gaming®!, the intersection between video gaming and violent extremism is an issue
that is becoming of increasing concern within policy, security, counter-terrorism, and academic
circles.>> These anxieties have been quite general in nature, but also specifically in relation to
those games mentioned above that represent elements of the metaverse. Research on Minecraft,
for example, has found instances of hate speech, amongst other issues.>® Further, as outlined in
areport published by EUROPOL, games like Roblox, for instance, can be used to create a virtual
Caliphate or White supremacist state, where “[m]embers of such places could live their virtual
lives according to rules that may contradict fundamental laws and values of the society they live
in in the physical world.”>* These spaces could provide opportunities for recruitment for acts
of violent extremism in other virtual worlds or even in the real /physical world.>® In some cases
these fears have even been realised, with the construction of Nazi gas chambers in Roblox as
one example.’® Furthermore, these concerns become particularly pertinent when considering
the merging and overlapping of other gaming-related aspects, such as using cryptocurrencies
within gaming to purchase items and the potential use of NFTs by (violent) extremists®’, as
mentioned above in relation to the metaverse.

Considering the intersection between video gaming and violent extremism more broadly,
although research is at a nascent stage, there have been attempts to outline a framework
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that demonstrates this, or at least begins to set out its parameters. One such framework was
developed by the European Commission’s Radicalisation Awareness Network and consisted
of six “types of video game strategies related to extremist activity”>® This includes the:
“production of bespoke games”; “modding mainstream games”; “in-game chat”; “gaming-

adjacent communications platforms”; “gaming cultural references”; and “gamification”. It is the
final aspect, i.e. gamification, that the remainder of this paper specifically focuses on.

The Gamification of Violent Extremism in the Metaverse

Gamificationwasoriginally developed toaddress challengesinbusiness,and atitsvery corerefers
to “the use of game design elements in non-game contexts.”>® The implementation of gamified
approaches aims to facilitate some sort of behaviour change®’, and harness the “motivational
potential of video games”®!, something that can lead to customers and users solidifying their
identification and commitment to particular organisations and brands. It is considered to be
a motivating force as it provides competition, an element of fun, positive reinforcement as
rewards are offered (in the form of points, for example), and a social aspect where people have
opportunities to connect with friends and others. Motivation here, as discussed by Lakhani and
Wiedlitzka®, can be thought of as both intrinsic and extrinsic, with the former relating to the
undertaking of activities for personal satisfaction, and latter referring to “motivation external
to the behavior...and is usually derived from the outcomes of the behavior, such as rewards,
punishments, or social pressure.”®® As outlined in numerous studies®, this often assumes the
form of points, badges, and leaderboards (PBLs); something “that give consumers information
about their achievements, progress and high scores.”®® This has prompted numerous sectors to
implement gamification into their strategies, including finance, education, government, health,
news, entertainment, marketing and advertising, public engagement, and environmental
protection, amongst others.®¢

Of late, as gamification becomes of increasing interest, there is at the same time increasing
concern within academic and policy circles regarding its intersection with violent extremism.®’
Within this particular context, the concept of gamification can broadly be thought of as either
“top-down” or “bottom-up”®, or “organisational” and “organic”. In terms of the former, it “refers
to the strategic use of gamification by extremist organisations, such as the use of apps which
offer points for undertaking various tasks, in order to recruit, disseminate propaganda, or
encourage engagement and commitment, for example.”®® Bottom-up gamification, on the other
hand, emerges organically with small groups of individuals within online communities.”® As the
metaverse is still in the relatively early stages of development and only some very limited aspects
of it are currently being used by the public, predicting what gamification will look like within
this context is not absolute and in many regards speculative, as mentioned earlier. However,
considering recent examples of gamification (not necessarily within a metaverse-type context)
might prove a useful starting point. These examples are discussed alongside possible scenarios
pertaining to the gamification of violent extremism in the metaverse. The first of these relates
to attacks within immersive spaces, potentially using virtual reality (or similar) technologies,
and the second explores utilising augmented reality technologies.
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Points, Objectives, and Achievements within Immersive Spaces

It is predicted that the metaverse will be, as outlined earlier, the setting for a plethora of
activities which include gaming, play, studying, shopping, working, socialising, worship, and
even watching sports. As with the physical (or real) world, attacks in the metaverse could
take place within any of these settings and could include various assaults on people (or more
so their avatars) or virtual infrastructure. With the latter, there is the possibility that online
places of worship, as one example, can be vandalised, such as violent extremists daubing virtual
graffiti like swastikas on a synagogue or mosque in the metaverse. Places people shop, or virtual
property, could also be destroyed by violent extremists in targeted attacks against particular
communities, of course dependent on the strength of online security or how vulnerable
systems are to attacks by hackers. Frequent verbal assaults could occur within these immersive
spaces against particular targets or communities, something that could even be recorded by
the perpetrators and shared across networks to encourage others to partake in similar types of
activities or sent to other potential victims as a form of ridicule or for intimidation purposes. It
is critically important to outline that “[a]lthough these incidents happen in a virtual world, they
can feel very ‘real’ and ‘violating’ to the person involved.””! The targeting of children is also a
possibility within these spaces, something that may not feel as “serious” to the perpetrator as it
is being undertaken in a virtual realm, rather than the physical one. There are already concerns,
as reported by the Center for Countering Digital Hate, that in some metaverse-related apps,
children are being confronted with abuse, harassment, bullying, racism, and pornographic
content.”? There are also serious concerns regarding the online sexual exploitation of children
within the metaverse.”® These attacks not only have psychological implications for those who
witness or are the victims of these attacks, but there are wider implications for businesses
too, where “the method of attacking virtual targets may help violent extremists achieve their
objective of creating widespread fear and psychological harm in the real world, even putting
business owners at risk of financial loss.”’*

Another aspect that remains unclear with how people will engage and immerse within the
metaverse relates to their avatar, and whether this avatar could be subject to physical assaults.
Much of this could depend on various factors including how secure systems are from hackers
and where in the metaverse they happen to be (presumably different developers will have
different layers of security that will not be uniform). Theoretically at least, there could be
“physical” attacks on avatars. There should not be the assumption that avatars and virtual
representations online are necessarily protected, something that has already become clear
through various incidents including reports of a female avatar being virtually gang-raped in
the metaverse.”” What is important to note here are the offline harms connected to the online,
demonstrated by the victim outlining that “the incident felt like it had happened in real life due
to the technological advances of simulation.””®

How, though, does this intersect with gamification? Of course, the examples discussed above
could and do take place in the physical world and may well happen regardless of gamification
in the virtual world, though there needs to be consideration whether the gamification of these
types of attacks could have some implication on motivation and behavioural change. This could
be linked to the PBL aspect of gamification discussed earlier. Although engaging in acts of hate
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and/or violent extremism, and motivation more generally, are complex considerations where
gamification alone is likely not enough to galvanise people to engage in nefarious acts”’, the use
of PBLs have been linked to, as discussed previously, “extrinsic motivation”’8, i.e. “motivation
external to the behavior...and is usually derived from the outcomes of the behavior, such as
rewards, punishments, or social pressure.””? It can be reasonably hypothesised that these types
of attacks could be undertaken within the metaverse, or a combination of both online and offline
(i.e. actions in the virtual and real world), where a points system is set up to reward nefarious
activities. A cursory glance across gamified attacks in the physical world over the last few years
demonstrates the increasing popularity of implementing these types of strategies.

One example of this is the “Punish a Muslim Day” leaflets produced and distributed across the
United Kingdom in 2018 by White supremacist, David Parnham.?° Parnham was later sentenced
to twelve and a half years in prison.?! The flyer stated that on 03 April 2018, people partaking
in certain actions would be rewarded with a points-based system.?? These included: “Verbally
abuse a Muslim” (10 points); “Pull the head-scarf off a Muslim ‘woman’ (25 points); “Throw
acid in the face of a Muslim” (50 points); “Beat up a Muslim” (100 points); “Torture a Muslim
using electrocution, skinning, use of a rack” (250 points); “Butcher a Muslim using gun, knife,
vehicle or otherwise” (500 points); “Burn or bomb a mosque” (1,000 points); and “Nuke Mecca”
(2,500 points). Another incident that holds similarities to the “Punish a Muslim Day” example
was the 2019 attack in Halle, Germany. The perpetrator, Stephan Balliet, murdered two people
after failing to gain access to a synagogue in an attempt to conduct a massacre.?® In his manifesto
released online, Balliet outlined a range of “objectives” and “achievements” that he intended to
“unlock”8*. These had numerous overlaps with the types of objectives and achievements found in
countless video games, though within his own example these objectives and achievements were
shrouded in violent extremism.?® In this regard, as part of the gamified attack, “[p]oints would
be scored, he explained, for killing Jews, Muslims, Christians, blacks, children and communists,
as well as through the use of different means, including 3D-printed guns, grenades, swords, a
nail-bomb, and his ‘secret weapon, which likely referred to his car. The gunman was doubtless
hoping future attackers would tally up his ‘high score’—and eventually try to beat it.”%

Augmented-Reality Attacks

Prior to discussing augmented-reality-type attacks that can be gamified, it is important to
outline an example that provides the foundation for this. In 2019, 28-year-old Australian
national Brenton Tarrant, a self-described “ethno-nationalist” and “eco-fascist”, murdered fifty-
one Muslim worshippers and attempted to kill forty more primarily at the Al Noor Mosque
and Linwood Islamic Centre in Christchurch, New Zealand. It has been labelled as “one of the
worst mass shootings in New Zealand’s history and its deadliest ever terrorist attack.”®” The
Christchurch Attack has dominated the limited, though evolving and expanding, literature on
the gamification of violent extremism, and for that matter also the non-academic discourse in
this area. It has been widely argued that the perpetrator, purposefully or otherwise, gamified
his attack, or at least “included several gamified elements within his assault.”®® In this regard,
wider empirical research has focussed on the Christchurch Attack and determined that there
are various overt and subtle indicators of gamification found across different elements of the
assault, including the perpetrator’s 74-page manifesto, livestream video, and original post on
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8chan along with the 749 replies posted by other 8chan users before the thread was taken
down.®

The video element of the attack is particularly interesting within this context as it was filmed
using a GoPro camera mounted onto the assailant’s helmet, which in turn was connected to
his mobile phone and livestreamed to his Facebook page. It has been argued “that his attack
had distinct features of video games and in many respects, at times, felt like a video game. The
livestreaming of the attack, for example, had distinct parallels with popular ‘Let’s Play’ videos
where audiences watch people play video games live (or as a recording afterwards),”®® “giving
the viewers the illusion of watching footage from a first-person shooter game (FPS).”** The FPS
gaming genre, i.e. playing a video game through the eyes of the character or avatar, is one of the
most popular genres and used as a style in renowned global gaming franchises including Halo,
Call of Duty, and the cult classic Castle Wolfenstein. There were also wider gaming contexts
witnessed throughout the livestreaming, including during the attacker’s journey between the
first and second location. Throughout this drive, there were distinct parallels with the popular
gaming franchise Grand Theft Auto (GTA), which “included his actual driving, where he reached
speeds of 130 kilometres in a fifty kilometre per hour zone, driving erratically...[and] as with
most GTA games, the assailant used his weapon, in this case a second shotgun, to fire out of his
car at pedestrians near the first mosque. Similarly, he also attempted, unsuccessfully, to shoot
the drivers of two cars he passed on the road.”?

Considering this within the context of this paper, there could conceivably be Christchurch-
style attacks in the metaverse at a place of virtual worship or shopping centre, or personally
against people in the online realm, all of course depending on how vulnerable the systems
are to infiltrators. However, what is particularly interesting to consider in this regard is how
virtual and real worlds could overlap, which with extended reality (an umbrella term that
covers VR, AR, and MR) could have some implication on people’s actions in the physical world.”®
As argued in wider literature, “[t]he decentralized and open nature of the metaverse, as well
as its convergence through Internet technologies and Extended Reality (XR), will provide
extremists with malevolent, creative ways to conduct their activities without the constraints
and limitations of centralized platforms that limit their autonomy.”** Considering this, there is
the risk that AR (or even MR for that matter) can be used during a terrorist attack that is being
livestreamed on a social media or gaming platform, for example. It has been argued that AR
can be key for the metaverse to really reach its true potential.”® Thus, a “metaverse centred on
augmented reality wouldn’t be a completely new digital world—it would intersect with our real
world.””® Wearing an augmented reality headset or glasses, or smaller devices as the technology
develops, perpetrators could use “targets” or a virtual gun “scope” on the screen, as is regularly
demonstrated in video games.

Further, as an aspect of the Christchurch Attack concerned the “high score” or “body count”
of the perpetrators from the perspective of target or receptive audiences, using this as a
yardstick to measure the “success” of subsequent similar attacks®’, assailants using these types
of technologies could incorporate live-score counters on the screen which increase with every
person they Kill, once again connecting to the PBL considerations above and, linked to this,
extrinsic motivation.”® In fact, after the Christchurch Attack, New Zealand White supremacist

Perspectives on Terrorism 117



Philip Nevile Arps asked a friend to add a “kill count” to the perpetrator’s original video, where
a screenshot was discovered on the friend’s phone “overlaid with text that read ‘Call of Duty
Mosque NZ edition*?; a reference to the popular global video game franchise. In terms of live
action, this technology has already been developed (and is continually developing) and has
been available for public use for numerous years, with games like Father.io providing people
with the opportunity to use their mobile phones to engage in real life massive multiplayer first-
person shooters using augmented reality in any physical location they wish.

It is also highly plausible that immersive environments—ones that are accurate geographically
and architecturally—can be used as training aids for real-world attacks. As Elson et al.!?
explain, “[w]ith sufficient reconnaissance and information gathering, extremist leaders could
create virtual environments with representations of any physical building, which would allow
them to walk members through routes leading to key objectives. Members could learn viable
and efficient paths, coordinate alternative routes if some are blocked, and establish multiple
contingency plans if surprises arise.” Further, augmented reality objects, including virtual
arrows, can be used to help guide violent extremists in the physical world and to identify
marked targets. After the attack has taken place, the perpetrator could utilise the technology
to determine escape routes that pose the lowest risk of being apprehended, something that
can be practiced in different scenarios within the metaverse prior to the actual real-world
attack. Globally, this approach has been adopted by various militaries “which consider virtual
training to be effective and efficient, both economically and in terms of containing operational
risks.”!! Further questions need to be asked whether there is the potential for escape routes
to be updated—to avoid roadblocks or updates about the movement of law enforcement for
instance—in real time by supporters who have access to additional information (e.g., live media
reporting or social media updates by the public close to the scene of attack, etc.).

Thinking more broadly beyond gamification though still connected and important to mention,
elements of the metaverse and video gaming more generally can be used for training purposes,
including “the possibility to learn to use weaponry, as in the case of Second Life.”1%? Aspects
of this can be demonstrated in previous examples, including the 2011 Oslo attacker, Anders
Breivik, who reportedly “gamified elements of his attack and was a keen gamer himself, where
it is thought that he trained for his assault using popular FPS [First-Person Shooter] franchise,
Call of Duty.”'*® He often even imagined himself as an avatar.!®* Thus, the metaverse has the
potential to provide different types of functions in this regard, “where people could practice
by playing games in virtual 3D spaces that are constructed to resemble one of their targets.”1%°
The potential of having “practice runs” within these types of digital environments will only
strengthen and lead to better organised, coordinated, and impactful attacks.

Conclusion

This article has sought to provide a foundation for a new and under-researched area of study,
one that concerns emerging technology that has the potential to meaningfully change many
people’s everyday lives. In this regard, with consideration that at the time of writing there is
still uncertainty about how the metaverse will develop (as discussed in depth earlier), the
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metaverse can be thought of as a “network of always-on synthetic environments, parallel to
and integrated with the physical world. In it, users, through their avatars, can interact with
each other and with digital objects and move from one virtual environment to another,
experiencing heterogeneous activities in real time, as in a sort of alternative life, parallel to
the physical one.”'% As alluded to earlier in this paper, there are naturally, in a similar way
to video gaming'%’, numerous positive economic, health, social, and psychological benefits
that come with the metaverse for individuals and communities. For example, the metaverse
could be used to perform virtual therapy and remote surgeries for the healthcare sector. It can
add much depth to online learning and education, something that can reach people in poorer
communities and developing countries. More widely, the US Army is already exploring using
the metaverse for training soldiers.'®® Also, as mentioned at the fore of this paper, INTERPOL
has launched the first global police metaverse, which offers immersive training courses to law
enforcement across the globe. Numerous law enforcement agencies are also using or exploring
the use of virtual reality and immersive environments for counter-terrorism-related training.

There is, unfortunately, the potential for the metaverse to be used for nefarious activities, often
through “malevolent creativity”!®®, which “stresses a dark side to creativity, asserting that
certain groups use creativity to fulfil their aims towards conducting acts that have intentionally
harmful consequences for another group.”’'® One particular way this could manifest is through
the intersection between violent extremism and the metaverse, a consideration that (although
vast) can include aspects such as recruitment, coordination, selection of new targets!'?,
radicalisation, attack planning, funding terrorism, etc. This article has drilled down on one
particular element of this, namely the gamification of violent extremism in the metaverse
and provided the foundation for thinking in this area, but also outlined a number of potential
scenarios in which this can play out in the future. Although the importance of gamification
within the metaverse should not be underestimated, at the same time it needs to be reiterated
that engaging in acts of hate and/or violent extremism, and motivation more generally, are
complex considerations where gamification alone is likely not enough to galvanise people to
engage in violent acts.!?

Reflecting upon this, and the intersection between violent extremism and the metaverse more
broadly (topics that are at the very early stages of development), it is important to outline a
number of more general considerations for future research; where future research is critical to
ensure that relevant stakeholders are aware of and can begin to prepare for emerging threats.
For example, there needs to be consideration about how harm manifests in the metaverse
and how this differs (and of course overlaps) with other online spaces. What does this mean
in terms of both physical and psychological harm? As well as the psychological harm online
activity can have in the physical world, there needs to be the consideration of how emerging
technology can be used to inflict physical harm, e.g. through the improvement of immersion of
experiences using “new interfaces like haptics, interaction and feedback through sensory suits
or even neural links.”'*® Another consideration is how recruitment and radicalisation might
take place in the metaverse. There are, however, points of caution here. For one, there should be
an avoidance of stigmatisation, where the conflation of technologies and risk to radicalisation
can be unhelpful. As seen in wider work, radicalisation is a complex phenomenon that needs
to be considered holistically, where “it is not analytically useful to dichotomize between an
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online and offline domain.”'** More broadly, of course, considerations around how artificial
intelligence can overlap with the issues raised in this paper need to be explored.

Further and finally, although aspects of the metaverse will be new and unknown, ones that need
different types of solutions, this does not mean that historical examples of violent extremism
cannot be useful to help determine where threats may emerge from and what targets could
be. Naturally, aspects of this will be new threats and targets, though others will be well-
known targets, the core difference being the use of emerging technology to attack them or
representations of them within online or immersive spaces — e.g. virtual places of worship.
This is critical to consider, particularly when it comes to considerations around preventing
and countering violent extremism, as previous ideas, approaches, and tools will be useful. It is
likely that the metaverse will play an increasingly important role in people’s lives, and as this
develops, so will violent extremists’ adoption and use of this technology. It is clear that much
work needs to be dedicated to better understand this phenomenon at an early stage; this paper
has sought to instigate this conversation and provide some foundation for this.
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