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Abstract: This article, which combines social network analysis and open-source intelligence,
discusses the functions, structure, and evolution of al-Qaeda’s (AQ) information ecosystem on
the surface web in the second half of 2023. It argues that despite preferring Rocket Chat as a
primary communication channel, this terrorist organisation developed an extensive and robust
propaganda distribution network detectable from the surface web. The pro-AQ ecosystem on
this Internet communication layer relied primarily on standalone websites, message boards,
and blogs, interconnected with a broad range of file-sharing services and channels on encrypted
communication apps. Aside from them, the group manifested limited activity on mainstream
social media. In the second half of 2023, the group demonstrated resilience to content
takedowns, as most of its key domains used to disseminate propaganda continued to be active
under the same or changed URLs. This study shows that, in contrast to the Islamic State, al-
Qaeda’s information ecosystem was largely decentralised, which was primarily caused by the
differentiated approaches of its branches to maintaining their presence in this environment.
The lack of centralisation of AQ’s propaganda distribution network may be considered both an
advantage and a disadvantage. On the one hand, it potentially increases its resilience to content
takedowns. On the other hand, however, it also demonstrates a lack of coordination between
branches, which decreases their media operations’ potential efficiency and reach.
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Introduction

Al-Qaeda (AQ) is one of the first terrorist organisations that started to use the Internet to
radicalise, inspire, and recruit followers. Its activities in this regard, dating back to the 1990s,
evolved significantly over time. During the War on Terror, AQ spearheaded the development
of terrorist online propaganda in many aspects.! Among others, it introduced new forms of
influencing online audiences, as demonstrated by Abu Musab al-Zarqawi of al-Qaeda in Iraq
(AQI).2Itwasalso one ofthe first to experiment with new channels of propaganda dissemination.?

Due to these features, al-Qaeda’s online strategic communication has been the subject of
significant interest from the academic community. Since the beginning of the 21 century,
researchers representing diverse fields have analysed this phenomenon from multiple angles.
Many scholars focused on understanding what AQ published and how these productions
radicalised and inspired online audiences.* Others were more inclined to explore the workforce
behind its propaganda machine.® Noticeable attention was also devoted to understanding some
distinctive types of AQ’s propaganda, such as its terrorist manual series® and e-magazines.”
However, in a plethora of publications on AQ’s strategic communication, relatively few
publications have focused on understanding the structure, core features, and evolution of its
propaganda distribution networks. While such works were published in the pre-Islamic State
era,® only a few significant studies have attempted to do so in recent years. This contrasts with
the amount of attention in the subfield of online terrorism and political violence dedicated
to, for instance, mapping information ecosystems maintained by far-right violent extremist
organisations (VEOs) and the Islamic State (IS).? Effectively, we have only alimited understanding
of how exactly al-Qaeda distributes its propaganda today and how to curb it.

This study aims to fill this gap in research and has three scientific objectives. First, to identify
communication channels exploited by AQ and its followers on the surface web in the second
half of 2023 and understand their main functions. Second, to map the structure of the pro-
AQ information ecosystem in this environment and explore its crucial elements responsible
for propaganda distribution. Third, to understand the evolution of the detected AQ’s
propaganda dissemination network over a period of six months, which enables its vitality
and resilience to be measured. To reach these objectives, this study exploits a combination of
open-source intelligence, social network analysis (SNA), and comparative analysis. It focuses
on communication channels available on - or detectable from - the surface web, as this layer
of Internet communication potentially offers the easiest and broadest access to terrorist
propaganda. The data discussed in this paper was collected between 1% July and 315 December
2023.

This research article is divided into five sections. The first briefly overviews the most critical
studies on AQ’s exploitation of the surface web for propaganda distribution. The second
covers in detail the methodology of this research project, including open-source intelligence
methods utilised and approaches used in social network analysis. The third section discusses
fundamental quantitative data collected by this study in a comparative perspective. It provides
information on the quantity and types of the identified propaganda distribution channels in
July and December 2023. The fourth part explores the structure and interconnectedness of al-
Qaeda’s information ecosystem on the surface web uncovered in July 2023. The final section
highlights crucial changes introduced to this ecosystem throughout a period of six months.
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What Do We Know About al-Qaeda’s Use of the Surface
Web?

Al-Qaeda’s propaganda dissemination networks were the subject of scientific analyses
primarily at the apogee of the War on Terror. One of the first to do so was Weimann, who
listed and investigated communication channels used by the group at the beginning of the 21
century. His analyses covered popular webpages run by AQ at the time, such as alneda.com,
jihadunspun.net, aloswa.org, islammemo.com, and jehad.net.’ In the following years, various
recognised scholars, such as Riedel,’* Zelin,'> Awan,'* and Conway,'* have studied various
aspects of al-Qaeda’s exploitation of standalone websites and message boards. The scale of
the Salafi-jihadist information ecosystem - dominated by al-Qaeda - was estimated to reach
4,000 domains between 2000 and 2005.'> Unfortunately, due to the lack of publicly accessible
databases from this period, we know little about how this network exactly functioned, its
accurate scale at a given time, its accessibility, and how it responded to content takedowns. In
time, due to the belief that traditional websites were in decline,'® scholars’ attention started to
shift increasingly toward exploring al-Qaeda’s migration to social media platforms. The papers
of Weimann,!” Klausen,'® West,'® and Torres-Soriano?® described various aspects of this notable
process.

Since 2014, the scientific community working on online terrorist communication has paid visibly
less attention to analysing al-Qaeda’s media operations on the Internet. This was primarily
caused by the launch of the Islamic State’s “shock and awe” propaganda campaign.?! Effectively,
the academic discourse in this subfield was dominated for several years by studies exploring
different aspects of IS’s activities online. These studies that included al-Qaeda frequently
compared its operations on the Internet to those carried out by Islamic State.?? After the fall
of IS as a territorial organisation, online terrorism and political violence research started to be
dominated by studies concentrating on the far-right violent extremists’ use of various online
platforms, including primarily messaging apps and services used by video gamers.?3

Effectively, al-Qaeda’s online operations drew relatively little attention from the academic
community in the last decade. We know little about the scale, structure, and evolution of its
information ecosystem since the launch of Islamic State’s propaganda campaign. This is
especially visible regarding AQ’s presence on the surface web, which has remained under-
researched for years. This trend was accurately summarised by Conway and Looney, who argued
that “terrorist websites never really went away, they were just overlooked for a decade by
researchers and others due to a not unwarranted narrowing of focus to social media platforms
and, latterly, messaging applications and adjacent online spaces”.**

In this context, there is just a handful of more recent academic papers published in recognised
journals that touch upon al-Qaeda’s presence on the surface web and beyond. In 2017, Rudner
published a paper that attempted to understand how this terrorist organisation exploited
various Internet platforms, ranging from message boards to Facebook and Twitter. His study
noticed the Salafi-jihadist migration from the World Wide Web towards social media but still
emphasised the importance of terrorist-operated websites.?® In 2021, Nsaibia and Lyammouri
published a valuable analysis of al-Qaeda’s propaganda distribution strategy, although it focused
primarily on encrypted communication apps like WhatsApp and Rocket Chat. They noted that
“while al-Qaeda groups are certainly present on Telegram, WhatsApp, Riot, and Minds, the
number of subscribers on these platforms is only a fraction of the number of users on Rocket
Chat”.?® Insightful reports on various aspects of AQ’s online propaganda were also recently
published by Taneja and Thakkar. Taneja compared al-Qaeda’s and Islamic State’s propaganda
related to the Hindu-Muslim tensions.?” Thakkar, on the other hand, focused on the development
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of al-Qaeda’s capabilities in carrying out global propaganda campaigns. She also noticed that
AQ has profited from “the efforts of intelligence and security agencies to evict Islamic State’s
media constellations from encrypted and social media platforms.”?® In this context, while all
these studies provided valuable insights, none allowed for a better understanding of the scale,
structure, and functions of al-Qaeda’s information ecosystem on the surface web.

Methodology

As stressed above, this study aims to fill this gap in research by providing a detailed picture of
al-Qaeda’s information ecosystem discoverable on and from the surface web in the second half
of 2023.% To do so, it was founded on the combination of open-source intelligence, comparative
analysis, and social network analysis.?* Open-source intelligence means were primarily based
on the so-called “Google dorks,” which is a set of methods allowing for maximisation of search
results based on the use of advanced options and operators in the Google search engine.?! Other
capable search engines, including Bing, Yahoo, Baidu, Yandex, and DuckDuckGo, were used in a
similar manner.

There were several distinct ways of carrying out advanced searches for al-Qaeda-associated
URLs.?? To begin with, this part of the investigation used specific keywords related to AQ, its
branches, media offices, or titles of individual propaganda productions. They were combined
with advanced operators, allowing the uncovering of communication channels operated by
terrorists. The study used search queries utilising terminology in multiple languages popular
in AQ’s propaganda, including Arabic, English, Bengali, and Somali. Aside from the terminology
itself, advanced search methods exploited addresses of the detected websites of al-Qaeda, which
allowed the identification of link directories and hotspots of networking used by its followers.
Aside from search engines, the study also utilised alternative methods of detecting such content,
including reverse image search platforms and software, such as TinEye, Yandex Image Search, or
Google Lens. Image-based search queries used the most popular pieces of content or logotypes
published by al-Qaeda. Subsequently, detected links were verified regarding their association
with this terrorist organisation.

Positively verified and available URLs were subject to subsequent website intelligence
(WEBINT) gathering,** mainly comprising various forms of data scraping. It primarily aimed
to discover information, allowing learning locations of other interconnected communication
channels used by al-Qaeda. To do so, the study used several distinct methods, including those
focused on extracting out links leading to other associated AQ domains. Aside from them, the
study focused on other relevant pieces of data, such as websites co-hosted on the same server
or information included in the website’s code. For this purpose, several types of software were
used, including SpiderFoot and Recon NG. In this context, it must be noted that data scraping
was not carried out on communication channels falling beyond the surface web unless they
could be accessed with an ordinary browser and without the need for additional registration.
In other words, the study collected deep web and dark web links available from the surface
web, as well as information about channels on messaging apps, but in most cases, they were not
subject to additional data scraping.

All identified Internet addresses were registered in the database under multiple categories.
First, each URL was coded in terms of its type, namely: Web 1.0 (surface web domains, such
as standalone websites, blogs, and message boards), Web 2.0 (social networks, file-sharing
services), communication apps (Telegram, Rocket Chat, Threema, WhatsApp, etc.) and dark web
(mainly .onion domains). Second, the availability of all detected URLs that could be accessed
with an ordinary browser was verified and registered in the database at regular intervals. This
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verification occurred at the beginning and end of each month.?> Internet addresses were coded
as “positive” if their content was accessible for at least one day a month. Third, monthly changes
in accessibility were also registered separately. Fourth, approximate dates of takedowns and
creation were included wherever possible. Fifth, all URLs associated with a given domain (for
instance, through out links) were registered for social network analysis. In this context, it must
be noted that multiple external links from one URL to a single file-sharing platform were treated
in the database as one record.?® Exceptions were made only in these cases where pro-AQ media
operatives treated file-sharing domains as separate communication ecosystems. This attitude
mainly applied to accounts active on the Internet Archive. Finally, each detected and accessible
domain was subject to online observation, focusing on understanding its predominant function
in propaganda dissemination.

This cumulative database, compiled and updated monthly,?” was subject to subsequent social
network analysis, primarily done with Gephi.*® To do so, detected URLs were given unique IDs and
treated as “nodes” in SNA.*° Each node was assigned additional variables, including availability
in a given month and the cumulative number of mirrors detected during the investigation. This
allowed a “node list” to be created. A second database - an “edge list” - was also compiled,
which included interconnectedness between the nodes based on the detected external links in
the pro-AQ communication channels. This approach effectively allowed the structure of the al-
Qaeda information ecosystem to be mapped.

Both databases combined were subject to social network analysis from multiple angles,
including:
e degree - related to the number of connections to a given node;
e modularity class - a method allowing showing internal subdivisions (“communities”) in
a network, based on the comparison of densities of edges within a group;*°
e page rank - calculated based on the links directed to a node from other nodes.*

Effectively, six monthly graphs portraying the interconnectedness and specific features of al-
Qaeda’s information ecosystem on the surface web were generated. A comparative analysis
of the monthly databases was carried out at the final stage. Both quantitative and qualitative
approaches were adopted. The quantitative analysis focused on monthly changes in all coded
variables - including, for instance, the number of standalone websites or social media profiles
detected and their availability. This facilitated learning how this propaganda distribution
network evolved over time. The qualitative approach, on the other hand, focused more on the
changes in the features of the ecosystem as a whole, as well as the changes in the functions of
individual communication channels over a six-month period.

This study has one limitation that must be discussed in detail. As mentioned above, this project
prioritised exploring the surface web. This approach allowed for the detection of parts of al-
Qaeda’s information ecosystem located on the deep and dark web, as well as in encrypted
communication apps. However, these environments were usually not subject to additional data
scraping, similar to surface web locations. Such an approach was adopted because the surface
web, aside from being under-researched, still plays a crucial role in Salafi-jihadist propaganda
dissemination.*? Terrorist-operated websites (TOWSs) areless ephemeral comparedtoalternative
communication channels, accessible with ordinary web browsers, and usually do not require
additional registration.*®* Thus, violent extremist organisations tend to use them to maximise
the efficiency of their strategic communication. Moreover, there are certain legal constraints
in exploring encrypted environments used by terrorists in the territory of the European Union
member states where this project was conducted. Effectively, there is a limited risk that this
study does not provide a complete picture of al-Qaeda’s information ecosystem in the second
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half of 2023 due to the lack of data scraping of, for instance, the GeoNews platform. Still, the
data gathered in this project allowed for portraying the core of its propaganda dissemination
network, which was available on (or detectable from) the surface web at the time.

There are also two caveats. First, due to research ethics reasons, this study avoided collecting
or processing any data that could be related to individual people. It consisted of no activities
defined as profiling natural persons with online identifiers.** Second, for counter-terrorism
reasons, this paper does not provide exact URLs of the detected communication channels used
by al-Qaeda and its followers. Instead, it uses labels adopted in social network analysis.

Evolution of al-Qaeda’s Propaganda Dissemination
Networks on the Surface Web in the Second Half of 2023:
A Quantitative Perspective

In July 2023, the study detected 237 individual Internet addresses associated with al-Qaeda.
This number comprises 40 standalone webpages, 101 Web 2.0 addresses (social media or file-
sharing services), 95 channels on communications apps, and one .onion domain. Six months
later, the identified ecosystem proved to be 53.1 percent bigger, consisting of a cumulative
number of 363*° Internet addresses. It consisted of 88 standalone websites and blogs,*® 152
Web 2.0 addresses, 122 communication applications, and one webpage located on the dark
web (Figure 1).*” This data shows how dynamic al-Qaeda’s ecosystem was, as it regularly
established new ways of communicating with online audiences.

It must be noted that throughout the second half of 2023, proportions in the structure of this
ecosystem changed. The most significant change could be seen in the use of TOWs, as the
cumulative number of standalone websites and blogs increased by 120 percent compared to
July. It is indicative of their importance for al-Qaeda’s propaganda distribution. Moreover, while
in the summer of 2023, the share of messaging apps and Web 2.0 in the whole network was
almost equal, it shifted in favour of the latter six months later. In December, the number of
detected Web 2.0 URLs increased by 50.4 percent, compared to only a 28.4 percent rise in the
use of encrypted communication apps. No new developments in the use of the dark web were
detected.

Figure 1. Structure of pro-AQ information ecosystem between July and December 2023

WEB 1.0 JWEB2.0 ENCRYPTED COMMUNICATION CHANNELS [1DARK WEB

Jul-23 Aug-23 Sep-23 Oct-23 Nov-23

Source: The VEOMAP project
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The most significant quantitative change in the number of detected Internet addresses occurred
in October (37 new channels identified) and November (59 URLs). These changes were, at least
partially, caused by the October 7% terrorist attack against Israel and its subsequent military
operation in Gaza, which significantly engaged al-Qaeda’s strategic communication.*® In effect,
its media offices launched many publication series dedicated exclusively to events in Palestine,
which were distributed through a set of new blogs and file-sharing services. However, at the
time, the group also advertised a large number of new Telegram and Rocket Chat channels, run
by such media cells as Markaz al-Fatah, al-Sindh Media, Thabat News Agency, and al-Firdaws
Media. In December 2023, AQ’s activity in establishing new communication channels slightly
dropped.

Mapping al-Qaeda’s Surface Web Propaganda Ecosystem
on the Surface Web in July 2023

Looking at al-Qaeda’s information ecosystem, as of July 2023, through the lens of social
network analysis, allows for identifying some of its features that are critical to understanding
the group’s propaganda distribution strategy. First of all, as demonstrated by Figure 2, a large
part of the detected network was concentrated around the Dawahilallah message board, which
stands out in terms of its SNA degree level, maintaining 168 connections as of July 2023. This
domain, active since at least 2017, proved to be a primary communication hotspot for online
communities and media offices supporting al-Qaeda in the Indian Subcontinent (AQIS), although
its everyday audience was somewhat limited.* It was utilised predominantly by the group’s
Bengali-speaking supporters for networking, exchanging ideas, and gathering information. It
constituted a link directory, allowing followers to reach active AQ communication channels
available on the messaging apps, as well as the surface, deep, and dark web. Aside from these
functions, Dawahilallah served multiple pro-AQIS media centres as a propaganda aggregator.
Such entities as al-Firdaws Media, al-Hikmah Media, Islamic Translation Centre, and an-Nasr
Media used this board’s “sticky threads” function to share their productions regularly. On top of
this, this domain provided AQ supporters a platform to debate the mostimportant international
events, interpret religious texts, and discuss various aspects of jihad.

Figure 2. AQ information ecosystem in July 2023
through the lens of social network analysis®

Source: The VEOMAP project
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Dawahilallah proved to be interconnected with several important parts of the pro-AQ ecosystem.
First, as of July 2023, it shared links to 84 channels on encrypted communication apps. Most of
them redirected users towards the Rocket Chat-based GeoNews platform, utilised by prominent
al-Qaeda media offices, ranging from the al-Kata'ib Foundation - which supports Harakat al-
Shabaab al-Mujahidin (HSM) - to al-Andalus Media, producing propaganda for al-Qaeda in the
Islamic Maghreb (AQIM). This confirms the previously mentioned AQ’s preference to exploit
Rocket Chat, which offers open-source architecture and owner-operated servers.’! However,
aside from GeoNews, the board’s members published information on the whereabouts of pro-
AQ content on other encrypted messaging platforms like Chirpwire>* and Telegram.

Second, Dawahilallah redirected users towards a broad range of file- and text-sharing services,
including mega.nz, noteshare.id, jumpshare.com, mediagram.me, file.fm, gofile.io, and justpaste.
it. Overall, the webpage contained links to 49 different Web 2.0 platforms as of July 2023. They
were predominantly used as short-term storage for individual pieces of content released by al-
Qaeda. However, the same file-sharing role was also fulfilled by multiple WordPress blogs that
were advertised on the board, mostly by an-Nasr Media. They lacked any content on the main
page, but their subdomains were exploited to store individual propaganda items for periods
ranging from several weeks to several months. This approach to using blogs is relatively
uncommon among other violent extremist organisations.*

Third, Dawahilallah redirected its users to other standalone websites and blogs that played
important roles in al-Qaeda’s information ecosystem. The board’s members prioritized
publicising links to a broad range of websites targeting online audiences from Southern and
Southeastern Asia, including, for instance, Matboaat, Gazwah, or an-Noor Media’s home page,
all of which published a variety of pro-AQ propaganda in Bengali. Gazwah stood out in terms of
the quantity and quality of the published content. It was a standalone website that published
translations of various types of propaganda associated with al-Qaeda. It maintained a significant
propaganda distribution network by itself, sharing its publications through thirteen different
file-sharing services, including mega.nz, Internet Archive, noteshare.id, and justpaste.it. It was
also interconnected with several blogs. Other communities in the region were also targeted.
Among others, Dawahilallah shared links to a webpage dedicated to influencing the Rohingya
community or to the Nawaigh domain, which targeted Hindi-speaking Internet users. Aside
from them, this message board advertised these parts of the surface web ecosystem that
was maintained by al-Qaeda’s Arabic-speaking core. These websites included, among others,
the Sahelnews, which stored various types of propaganda in its subdomains. More in-depth
analysis of its content was impossible, as the webpage required a signing-up procedure. In
July 2023, the message board also shared links to - inactive at the time - URLs used by al-
Malahem Media and al-Zallaga Media. On top of this, the board’s members distributed links
to a constellation of loosely associated domains, such as the Umarmedia, which constitutes a
primary communication channel utilized by the AQ-aligned Tehreek-E-Taliban Pakistan (TTP).>*
Dawahilallah lacked significant connectivity with websites exploiting Western languages. One
notable exception was the al-Minara blog in English, which remained accessible in 2023 but
was not updated for some time.

Two Internet addresses stood out among all websites interconnected with this message board.
The first was run by al-Firdaws Media Foundation, a pro-AQ office publishing content in Bengali.
While it predominantly focused on the Indian Subcontinent, al-Firdaws Media frequently shared
productions released by other branches of al-Qaeda. Compared to other standalone websites
linked with Dawahilallah, it proved to have the most professional structure and was updated
regularly. For instance, it released a series dedicated to highlighting “crimes” committed against
Muslims globally, articles publicizing successful operations of al-Qaeda in Africa and the Middle
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East, or pieces positively framing the Taliban’s rule over Afghanistan. Al-Firdaws domain was
also a central point of a separate propaganda distribution network consisting of twelve Web 2.0
platforms, such as anonfiles.com, top4top.io, tinyupload.com, gofile.io, and file.fm, sendspace.
com, zippyshare.com, and udrop.com. Al-Firdaws website also redirected all visitors towards
its official channel on Telegram.

The second exceptional website was run by the Islamic Translation Centre (ITC), a media office
dedicated to boosting the multilingual campaign of al-Qaeda similarly to the Islamic State’s
I'lam Foundation or Fursan al-Tarjuma.>® As of July 2023, the ITC domain published content
in 34 languages, including English, Albanian, Persian, Pashto, Arabic, and Tamil. Aside from
the website itself, translated propaganda items were stored on a constellation of external file-
sharing platforms, including mediagram.me, mediafire.com, noteshare.id, and the Internet
Archive. Aside from propaganda aggregation, ITC’s webpage focused on redirecting all visitors
to its official channels at GeoNews and Chirpwire.

In this context, there were other parts of the pro-AQ information ecosystem detected in July
2023 that maintained no evident links with the network discussed above, which shows the lack
of coordination between different branches. These parts mainly comprised websites associated
with Harakat al-Shabaab al-Mujahidin.”® Among those, Calamada, Shahadanews, Radio al-
Furqaan, and Somalimemo stood out. Calamada proved to be the primary communication
channel that disseminated content in Somali, produced by all official and unofficial media
bureaus associated with HSM, including al-Kata’ib Foundation, Idaacadda Andalus, and
Radio al-Furgaan. This domain stood out primarily regarding the regularity of the published
content. Every day, it released between three to five radio broadcasts alongside various other
productions, including combat videos, photo reports, and standalone articles. They covered a
broad spectrum of topics ranging from international relations to highlighting HSM’s victories
in Eastern Africa. Calamada also maintained a small network of interconnected propaganda
distribution channels, consisting of (among others) ok.ru or Telegram. Shahadanews, run by
HSM-aligned Shahada News Agency, fulfilled a similar function but released content in Arabic.
It focused on a relatively narrow set of topics, including promoting HSM operations in Somalia
and Kenya, in particular.®’ In contrast to Calamada, aside from ok.ru, it maintained no relevant
links to other platforms as of July 2023. Radio al-Furqaan’s webpage published regular audio
broadcasts. Its content was organized into several sections, such as internal news, international
news, reports, the history of Islam, special programs, and more (photos, videos, and literature).
Similarly to Shahadanews, the only relevant external link led to the ok.ru webpage, which HSM-
aligned media offices preferred. The last relevant standalone website aligned with al-Shabaab
- Somalimemo - had a history of supporting this organisation since 2011. It generally fulfilled
similar functions to Shahadanews, although it primarily shared content in Somali. It stood out
mainly in terms of the highest number of parallel mirrors active simultaneously on the surface
web.

There were two eye-catching features of the al-Shabaab-related propaganda dissemination
network. In contrast to the rest of the mapped ecosystem supporting al-Qaeda on the surface
web, it attempted to exploit mainstream social media platforms. This tendency was already
noticed in 2022 by Ayad, Harrasy, and Abdullah A.>® Somalimemo advertised itself on and was
supported by a Facebook profile, although its reach was limited to only 34 followers as of July
2023. Calamada exploited the same platform, although in a slightly different manner - mostly
for file-sharing purposes. Lastly, al-Kata'ib Media also ran a popular TikTok profile consisting
of more than 30 videos in the summer of 2023. This shows that al-Shabaab media operatives
wanted to capitalise on the popularity of this platform in a similar manner to, for instance, far-
right violent extremist organisations.> Aside from these attempts, it should be stressed that,
surprisingly, none of these HSM-related websites and profiles contained links leading to other
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parts of the al-Shabaab’s ecosystem. No attempt was, therefore, made to mutually reinforce their
traffic with out links, which contrasts with the approach frequently adopted by other VEOs.®°

Other Internet addresses in AQ’s information ecosystem played secondary roles and lacked
substantial interconnectedness with the communication channels discussed above. Judging from
their content, they were probably manifestations of al-Qaeda’s followers’ attempts to support
the group’s presence on the surface web. This is hinted at by the fact that many constituted link
directories, rerouting online audiences to AQ-affiliated communication channels.

A Structure of al-Qaeda’s Surface Web Information
Ecosystem in December 2023

At the end of 2023, the accessibility and functions of primary surface web communication
channels utilised by al-Qaeda remained generally unchanged. After six months, those websites
that aimed to influence online audiences in Southern and Southeastern Asia used similar
addresses and remained active. This refers, among others, to al-Firdaws, Gazwah, Matboaat,
and ITC web pages. The only exception was the TTP-aligned Umarmedia, which was temporarily
unavailable but eventually reestablished an active URL. No significant changes in accessibility
and functions could also be registered in the network associated with Harakat al-Shabaab al-
Mujahidin. They were not subject to any content takedowns.®* The most important SNA data
related to the core nodes in the ecosystem are provided in Appendix 1.

Still, during the second half of 2023, five quantitative and qualitative changes were introduced
in AQ’s information ecosystem (Figure 3). To begin with, the propaganda distribution network
concentrated around the Dawahilallah message board developed significantly. The number of
Web 1.0 URLs advertised on this message board grew from 35 to 62 Internet addresses as of
December 2023. They predominantly consisted of WordPress blogs used mainly by an-Nasr
Media to store its productions. Moreover, compared to July 2023, Dawahilallah gained nine
new links (up to a cumulative number of 58) to Web 2.0 platforms. They mainly consisted of
new file-sharing services like drive.internxt.com, backblazeb2.com, and k00.fr. It also gained
multiple links to new channels on messaging apps, including WhatsApp, GeoNews, Matrix, and
Telegram. Most of them seemed to be new versions of the channels banned by law enforcement
agencies, as over time, the study registered several new channels run by the same bureaus.
Overall, in December 2023, the degree level of Dawahilallah increased to 228, compared to
168 in July 2023, which constituted a 35.7 percent rise. This change manifests that aside from
aggregating propaganda and networking, this message board played an important role in
sharing information on the whereabouts of AQ-affiliated propaganda. However, this function
was partially mitigated by its relatively low popularity, narrowed down predominantly to
Bengali speakers. While the board consisted of propaganda published by multiple branches
of the group, only AQIS-aligned media offices used it to disseminate propaganda. Effectively,
despite its high degree level in SNA, caused by its interconnectedness with other pro-AQ
addresses, it could hardly be considered a cornerstone for the whole information ecosystem
maintained by this terrorist organisation.
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Figure 3. AQ information ecosystem in December 2023
through the lens of social network analysis

Source: The VEOMAP project

Secondly, al-Firdaws Media, the most active media office supporting AQIS, made attempts to
expand beyond its traditional environment during the second half of 2023. It was manifested
by the fact that the group created and exploited a YouTube account. Its primary function was to
release a news series summarising the most important topics covered by this group each week.
Such content was usually published in a way that allowed it to be disguised as non-partisan
journalism. Al-Firdaws avoided the most controversial topics and often used images and videos
originating from mass media or social networks. Still, this account was subsequently blocked
by the platform.

Thirdly, a number of new standalone websites that supported al-Qaeda’s ideology were
identified. Some of them were active for a long time, although they were not initially detected.
One of the most important was a website that focused on the history of jihadism. This domain,
apparently associated with the pro-AQ community in the Caucasus, featured numerous videos
and images highlighting the most important Salafi-jihadist leaders during the War on Terror,
including Osama bin Laden and Ayman al-Zawabhiri. This webpage maintained a well-developed
propaganda distribution network consisting of several channels on Telegram and Chirpwire,
an Internet Archive account, and two Discord groups. It was the only recorded case of a pro-
al-Qaeda media office exploiting Discord, which as other researchers have noted is a common
strategy among far-right groups.®?

Another relevant webpage focused on publishing fatwas on issues related to jihad.®® It was
advertised by the Dawahilallah message board as a relevant and accurate source of theology-
related information on an armed struggle against disbelievers. However, similarly to al-Firdaws
Media, this domain avoided posting content directly associated with al-Qaeda. Thanks to this
strategy, it was present on multiple mainstream platforms, allowing it to increase its resonance
with the online audience. They included Twitter/X, Facebook, and YouTube profiles and an
Internet Archive account. Its YouTube profile had 61 videos and 513 subscribers as of November
2023. On top of this, it utilised several file-sharing services, including mymegacloud.com,
top4top.io, and megaup.net.
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During the second half of 2023, several new pro-AQ blogs emerged online. Among others, the
Shohayeb blog featured a number of official al-Qaeda propaganda productions. For instance, it
published Osama bin Laden’s Letter to America, which was seemingly AQ’s response to the fact
that it went viral on American social media.®* It must be noted that similar actions at the time
were carried out also by other AQ-aligned communication channels. Another new URL, located
on the Site123 platform, constituted a high-quality news webpage on al-Qaeda’s activities.
Aside from these two, there were also some blogs that promoted both AQ and Taliban agendas
simultaneously. On top of this, many websites consisted of the group’s propaganda, which were
still accessible but remained inactive for several years.

Lastly, the study detected several new communication channels exploited by those branches of
al-Qaeda that manifested little interest in maintaining a significant presence on the surface web,
notably Jama’at Nusrat al-Islam wa al-Muslimeen (JNIM) and al-Qaeda in the Arabian Peninsula
(AQAP). Media offices representing those branches, al-Zallaga Media and al-Malahem Media,
moved their websites to new URLs. However, they remained temporarily unavailable in the
second half of 2023 and lacked technical quality compared to domains maintained by pro-AQIS
bureaus. Furthermore, they were visibly treated by both branches as secondary communication
channels. This was proven by the distribution of one of the mostimportantal-Qaeda propaganda
productions in recent years, the video Inspire - What America and the West Do Not Expect: Open
Source Jihad,* published by al-Malahem Media in December 2023. This high-quality bomb-
making manual was not released through its official website but only through Rocket Chat
and Telegram. In this context, aside from standalone domains, this study found that al-Zallaga
Media’s Chirpwire channel was exploited to disseminate its propaganda and advertise other al-
Zallaga channels located on other platforms, such as Telegram. Effectively, it demonstrated that
this platform was still considered a gateway to attract online audiences from the surface web
and reroute them deeper into the encrypted part of the AQ ecosystem.

Conclusion

This study allows several conclusions to be drawn. First of all, the information ecosystem
maintained by al-Qaeda in the second half of 2023 proved to be stable, holding a high degree of
accessibility. The vast majority of standalone websites that served as primary communication
channels for al-Qaeda remained available during this period, which shows that its propaganda
distribution network was generally resilient to relatively infrequent content takedowns. Over
six months, it also grew significantly and tended to rely more on terrorist-owned domains and
blogs.

The overall scale of AQ’s information ecosystem on the surface web during this period was
relatively large and similar to the one supporting the Islamic State in mid-2021.¢ It also relied on
a similar set of Web 2.0 platforms, as well as messaging apps (Telegram, Rocket Chat). However,
the structure of these networks was different in many aspects. This difference primarily refers
to the fact that the Islamic State’s propaganda distribution network in this environment was
more centralised, founded on the so-called “Index” (Fahras) webpage that served as a central
link directory, rerouting its followers to all relevant communication channels associated with
this terrorist organisation.®’” This strategy contrasts with al-Qaeda’s information ecosystem
mapped by this study, which lacks a similar cornerstone of the whole propaganda dissemination
network. The Dawahilallah message board is closest to providing such a function. Still, it cannot
be considered central due to its limited traffic, focus on digital jihad in South and Southeastern
Asia, and the lack of connectivity with networks maintained by al-Shabaab.
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The lack of a central communication channel dedicated to aggregating propaganda and
redirecting followers to other relevant parts of the ecosystem seems to be primarily caused by
the specific internal structure of al-Qaeda. This study confirms the recent findings indicating
that AQ as a whole prioritised the use of Rocket Chat through its GeoNews platform.®® However,
its branches adopted differentiated - and sometimes opposing - strategies to utilise the
potential offered by the surface web. In this context, such groups as JNIM, AQIM, and AQAP
attached relatively little importance to maintaining a prolonged presence in this environment.
While they manifested some activity in this regard, their websites remained inaccessible for
long periods and lacked significant connectivity with other parts of AQ’s networks. Moreover,
as manifested by al-Malahem Media, they sometimes used the surface web to publish only less
important propaganda pieces, while the essential productions were released elsewhere. This
contrasted with the approach adopted by HSM and AQIS, which attached significant importance
to reaching online audiences through standalone websites, message boards, and blogs. These
contrasting attitudes explain the eye-catching lack of solutions introduced by most AQ websites
to reinforce the traffic in other parts of the ecosystem through out links, which is a common
feature present in Islamic State domains.

It should also be stressed that pro-AQ media offices manifested great interest in using platforms
that were considered successful in detecting and removing terrorist content. This was proven by
the fact that they regularly exploited Facebook, TikTok, and YouTube to reach online audiences.
They were also interested in introducing innovations in propaganda dissemination strategy, as
they tested GitHub and Discord, which Salafi-jihadist media operatives have not frequently used
in recent years.®® While these activities were relatively short-lived, they hinted at the capability
to learn from others - namely far-right, violent extremist organisations - and test new ways of
radicalising online audiences.

To summarise, the mapped information ecosystem of al-Qaeda shows that this group adopted
a well-balanced but generally uncoordinated approach to online propaganda distribution,
relying on multiple Internet layers at the same time. While all AQ branches prioritised
encrypted messaging apps, including primarily the GeoNews platform, most established at least
some presence on the surface web. In this context, the aforementioned decentralisation and
lack of coordination of al-Qaeda’s propaganda distribution network may be considered both
an advantage and disadvantage from the viewpoint of countering violent extremism on the
Internet. On the one hand, the lack of coordination potentially decreases the connectivity and
traffic on al-Qaeda’s communication channels, which lowers their potential efficiency. On the
other, however, it may increase the resilience of the whole ecosystem to content takedowns.
These features must, therefore, be taken into consideration in initiatives aiming to counter al-
Qaeda’s strategic communication on the Internet.
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Appendix

Social network analysis statistics on the top 20 nodes in al-Qaeda’s information ecosystem

(December 2023)

LABEL MIRRORS AVAILABILITY* IN-DEGREE OUT-DEGREE DEGREE PAGERANK
idDAWAHILALLAH 3 1 4 224 228 0.004162563
idGAZWAH 1 1 5 18 23 0.004178349
idALFIRDAWS 1 1 3 18 21 0.002911913
idFATWAAORG 1 1 7 12 19 0.010621654
idARRIBATMEDIA123 1 1 0 13 13 0.002256761
idOFFDOCPICTURES1 1 1 0 12 12 0.002256761
idCALAMADA 2 1 0 12 12 0.002256761
idNOTESHARE 1 1 0 12 12 0.002256761
idTELEGRAPHO05 1 1 2 9 11 0.002469742
idNOTESHAREIDSh 1 1 0 10 10 0.002256761
idITC 1 1 1 8 9 0.002272547
idALMIRSAAD 1 1 0 9 9 0.002256761
idISLAMICHISTORY 1 1 0 7 7 0.002256761
idAFNYOUTUBE 1 0 2 4 6 0.002410011
idCHIRPAZZALLAQA 1 2 1 4 5 0.002272547
iIdNAWAIGH 1 0 1 3 4 0.002272547
idALMAKHTUM 1 0 1 3 4 0.002272547
idGITHUBFAHADHUSSAIN 1 2 0 4 4 0.002256761
idDARULILM 1 1 2 1 3 0.002752071

*Availability: 0 - inaccessible, 1 - accessible; 2 - not monitored
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