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Online Radicalisation: A Contested and Contestable Term

On the 6% January, 2021, alarge group of protestors stormed the Capitol Building in Washington,
looking for ways to stop the supposed ‘steal’ of the US election. The digital app Parler had
functioned as a crucial coordination and planning technology for individuals looking to overturn
the supposed ‘theft’ of the elections by the Democratic candidate Joe Biden. In the same month,
the Dutch extreme-right party Forum for Democracy (FvD) splintered due to leaked antisemitic
jokes from its youth department’s WhatsApp group. These simultaneous events demonstrate
that online communications and the internet play a crucial role in processes of radicalisation.
Since then, online disinformation campaigns by specific groups or states increasingly fed into
the distrust of citizens in publicinstitutions and, in this way, also became a threat to democracies
on a larger scale.! These events highlight the importance of studying online radicalisation and
exploring better monitoring and governance of online platforms amid national security threats.
Europe, for example, has seen terrorist attacks from a variety of groups, such as jihadist, ethno-
nationalist, left-wing, right-wing and single-issue groups.?

Radicalisation does not necessarily lead to violent extremism or terrorism, but refers to the
cognitive embracing of extremist opinions. Such cognitive radicalisation may lead to behavioural
radicalisation.? The internet plays an increasing role in such radicalisation processes, as it makes
it easier to disseminate, promote and justify hate speech and recruit vulnerable individuals.*
While extremist groups do not solely rely on the internet, they may use online content for
recruitment and desensitisation purposes.® Obviously, not every cognitively radicalised person
will commit extremist violence, yet online radicalisation does represent a sensitive and crucial
phase in broader radicalisation processes. Understanding and intervening in this phase is
generally taken to be an important tool in de-radicalisation and anti-terrorist activities.

Radicalisation has no generally accepted definition. A comprehensive review of 270 studies
points to the multileveled nature of the phenomenon.® This includes geopolitical factors, such
as wars or societal polarisation, environmental factors, such as family relationships or other
social relations, and individual factors, such as the experience of a trigger event or specific
psychological vulnerabilities.” Moreover, the concept of radicalisation is mobilised in a variety
of political agendas, institutional processes, and different issue frames,® so that its meaning is far
from stable across contexts. In the field of policy analysis and the sociology of meaning-making,
issue frames are generally understood to be the ways by which specific social problems or
controversies come to be defined and constructed.’ Often, these issue frames introduce a specific
understanding of the social problem or situation and, in that sense, also attribute (political, legal,
social) responsibilities over specific actors. Radicalisation as a phenomenon has been subject to
a variety of such issue frames. For instance, securitisation issue frames construct radicalisation
primarily as a national threat and highlight the role and responsibility of law enforcement in
combating it. Community-centred issue frames define and construct radicalisation as rooted
in community life and organisations, and tend to point out the role of community leaders, like
religious and civil society leaders, in tackling it."> Working with a heuristic definition, however,
we understand online radicalisation as a process by which individuals’ ‘moral, ethical, logical
and emotional societal norms and awareness are compromised through the use of online
activities’, which then creates an ‘increased risk of supporting, or directly engaging in, possibly
illegal and anti-societal activities’!! As this process is intrinsically multi-layered and multi-
faceted in nature, this heuristic also suggests that a multitude of diverse stakeholders needs to
be involved to tackle this phenomenon: law enforcement actors, but religious and community
leaders, policy-makers and political activists, and experts as well.
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Stakeholder Conceptions of Radicalisation: Our Contribution

The academic literature on the concept of radicalisation has, however, produced a specific
empirical blind spot. In contesting the meaning and stability of the concept of radicalisation,
scholars have so far failed to engage systematically with the way societal actors and stakeholders
themselves define, understand, and frame radicalisation. This is a curious lacuna, because law
enforcement professionals, religious and community leaders, as well as political activists and
experts, are thought to play an important role in detecting, preventing, and responding to
online radicalisation. As radicalisation itself is notoriously difficult to define, operationalise,
and monitor in any straightforward sense,'? this relative neglect of stakeholder perspectives is
rather surprising.’® A few studies helpfully show how, for instance, specific understandings of
radicalisation inform practices of community policing,'* or explore conceptions of mechanisms
of radicalisation and deradicalisation among social workers.'> This article builds upon these
efforts to examine how such societal stakeholders within the broader radicalisation governance
milieu perceive and understand online radicalisation. In so doing, we advance contemporary
approaches to online radicalisation by demonstrating how online radicalisation is subject to
particular issue frames that define, construct, and contest (dimensions of) online radicalisation.

Drawing on a uniquely diverse sample of both Law Enforcement Actors (LEAs) and non-LEA
stakeholders across seven European nations, we identify four dominant issue frames thatinform
the way stakeholders approach the definition, the explanation, the governance, and monitoring
of online radicalisation. In so doing, we broaden the scope of contemporary approaches to the
concept of radicalisation and identify a set of surprising frame resonances and convergences
between these stakeholder perceptions. As such, not only do our data present a strong case
for understanding and accounting for these stakeholder perspectives; it also complicates
the dominant assumption that limited forms of cooperation and coordination between these
stakeholders are due to an absence of shared meanings and frames. Instead, we show that
both LEAs and other stakeholders go well beyond the securitisation issue frame, for instance,
and identify similar dilemmas when it comes to the monitoring and governance of online
radicalisation. In this article, we introduce the problem of cooperation and coordination within
broader radicalisation government networks in more detail, then move on to a discussion of
our strategic case selection and variability sampling, after which we focus on four shared issue
frames of online radicalisation. We conclude by offering recommendations for further research,
policy, and practice, emphasising in particular the surprising convergences between the various
stakeholders.

Working Apart Together? The Radicalisation Governance
Milieu, the Problem of Cooperation and Coordination, and
the Assumption of Irreconcilable Differences

Radicalisation—and specifically online radicalisation—is not a word with a stable meaning,
as noted above; it means different things to different actors, either within or beyond
law enforcement. In this article, we highlight issue frames as shaping and informing how
radicalisation is understood and acted upon.'® The notion of an issue frame, which we can
trace back to Erving Goffman’s seminal work on frames as ‘schemata of interpretation’ that
shape the way individuals ‘perceive, label, and identify’ phenomena and guide them in their
(social) action,'” is helpful to understand how a concept such as ‘online radicalisation’ acquires
specific meanings, depending on the specific issue frame adopted. Issue frames, then, become
more or less structured ways to define, construct, and contest particular social problems or
controversies,'® and often distribute specific responsibilities to specific social actors.
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In the field of radicalisation, the securitisation issue frame has been especially dominant. Within
this frame, radicalisation tends to be understood as an imminent threat to national security, and
primarily a responsibility of and for law enforcement, which tends to give rise to difficult ethical,
legal, and practical questions about the role of local law enforcement in ensuring not only local
and public safety but also national security.’® For example, the emphasis on threats intrinsic
to this issue frame may be mobilised to strategically introduce and legitimise far-reaching
measures of prevention and control, even where those challenge civil rights.? Meanwhile,
such securitised issue frames often decontextualise the phenomenon of radicalisation, while
the rivalling community policing issue frame of radicalisation asks for more consideration of
the broader social embeddedness of radicalisation processes in specific communities. This
frame also tends to emphasise outreach and community relations by law enforcement,?* and
points to the importance of non-law enforcement actors such as community leaders in shaping
conditions for deradicalisation.??

Online radicalisation, furthermore, also invites the engagement of legal and policy advisors,
cyber security specialists as well as privacy watchdogs and NGOs, who in varying ways may
contribute to the specific framings of online radicalisation as a phenomenon more or less
amenable to digital forms of surveillance and control, and more or less linked with offline
processes.”® As such, online radicalisation also becomes an object of yet new frames of
understanding radicalisation, as, for instance, an ‘onlife’ phenomenon, blending on- and offline
dynamics.?* Issue frames, then, order and structure social actors’ understanding of the social
world, and there are often considerable tensions between and within such issue frames.

Contemporary literature further assumes that specific stakeholder communities operate on the
basis of diverging issue frames. For instance, community leaders, because of their familiarity
- and sustained engagement — with their communities, tend to challenge the securitisation
frame,?® while law enforcement professionals are thought to frame radicalisation as an
imminent threat to public and national security and act accordingly. National differences in
policing cultures may also be a factor in explaining the adoption of divergent issue frames
between LEAs.?® Crucially, these differences are then thought to explain a broader lack of
interprofessional cooperation and coordination in radicalisation governance networks, both
nationally and internationally. Noordegraaf et al. contend that successful cooperation requires
a better, albeit not entirely identical, and more commonly shared understanding of the nature of
the problem.?” Achieving a somewhat shared understanding of online radicalisation and related
phenomena is thought to be challenging, as perspectives develop within specific disciplines
where formal education, training, and networks exert normative pressure, shaping the values,
principles, and professional identities of those involved.?® However, evidence for the existence
of different perspectives is mixed: while there are some differences present at a granular level
of analysis, researchers may also point to surprising convergences between professional and
social groups in the way they define and frame online radicalisation.?” Our research here is an
attempt to tackle this critical gap in the literature, and to empirically tease out commonalities
as well as differences within the broader online radicalisation milieu.

Inorder, then, to geta deeper understanding of the commonalities and differences of conceptions
of online radicalisation among professionals in different contexts, we designed a study to answer
the following questions: How do law enforcement, religious and community leaders, activists,
and experts in different European countries approach and frame online radicalisation? How do
they perceive surveillance and the supposed trade-off between privacy and security regarding
the prevention of online radicalisation?*® On what concerns do they base their considerations
and insights? To what extent are they aligned, and how do they differ? The study was part of
PROPHETS, an EU-funded Horizon 2020 project which ran from 2018 to 2021.3' PROPHETS
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was a collaboration between law enforcement agencies, academic institutions and centres of
expertise across Europe and had as its goal to ‘look at redefining new methods to prevent,
investigate and mitigate cybercriminal behaviours’?? The deliverable on which we draw for this
article was coordinated by Erasmus University Rotterdam and had as its goal to investigate the
opinions of citizens and LEAs about the supposed privacy-security trade-off in dealing with
online radicalisation.*

Cases and Method: Maximising National and Professional
Variability, Semi-Structured Interviewing

Guided by the question of how stakeholders within different national and professional
communities define and frame online radicalisation, we adopted a strategy of maximising
stakeholder variability in our selection of cases.* Inspired by our multi-stakeholder
understanding of countering online radicalisation, we identified three important groups: (A) law
enforcement actors, (B) religious and community leaders, and (C) policy advisors and activists.
These groups were chosen because they are deemed important within the aforementioned
community policing issue frame. Over the course of our investigation, we added a fourth
category—(D) experts whose work directly or indirectly engages with online radicalisation,
and whose work specifically engages with novel challenges and problems associated with the
online dimensions of radicalisation. Our selected professional groups are structurally situated
highly differently in relation to online radicalisation: while LEAs are charged with preventing
and acting on online radicalisation, community leaders tend to be more engaged with their
communities. Policy advisors and activists in the field of online security, meanwhile, were
initially expected to highlight legal constraints and specific advantages and risks of online
surveillance, while the fourth category, academic experts in the field of online culture and
surveillance, presented itself over the course of the investigation as a group contributing to
societal debates and awareness of online radicalisation as well.

Asonlineradicalisationisaninternationally salient phenomenon, we strategically selected seven
European countries — Netherlands, Bulgaria, Croatia, Estonia, Germany, Greece, and Italy. These
countries were selected for two reasons. First, combining countries from Western, Eastern, and
Southern Europe, this selection was geared to represent regional variation throughout Europe.
Secondly, these countries all have a variety of experiences with terror attacks and/or arrests in
2019 when we collected our data:* Eastern Europe (Estonia: 0 attacks and arrests), Western
Europe (Netherlands: 2 attacks, 37 arrests), Central Europe (Germany: 3 attacks, 35 arrests),
Southern Europe (Italy: 28 attacks, 132 arrests; Greece: 4 attacks, 7 arrests), Southeast Europe
(Bulgaria: 1 attack, 11 arrests; Croatia: 0 attacks and arrests). As a result, our selection of
countries represents a strongly varied sample and, as such, maximises contextual diversity.

A total of 66 interviews were conducted across the aforementioned EU countries. Table 1 (see
below) displays the distribution of informants by stakeholder group and country. In selecting
individuals for interviews, the project sought to find a harmonious balance between the
aforementioned stakeholder groups in each country. While the sample, in demographic terms,
skews older and male, it nevertheless represents a highly diverse and, therefore, unique sample
of stakeholdersinthebroaderonlineradicalisation monitoring and governance milieu. While not
generalisable to all such networks and milieus across Europe due to the unique composition of
countries, it nevertheless contributes to a broader, cross-national understanding of stakeholder
conceptions and problematisations.
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Table 1: Distribution of Informants by Stakeholder Group and Country

A. LEAs (in B. Religious/ C. Policy D. Experts | Total

private community advisors/

sector) leaders activists
Bulgaria 4 1 4 3 12
Croatia 4 (1) 3 2 0 9
Estonia 3(1) 4 4 0 11
Germany 5 3 1 0 9
Greece 3 0 0 2 5
[taly 5(1) 3 3 1 12
Netherlands 1 2 1 4 8
Total 25(3) 16 15 10 66

Semi-Structured Interviews: Constructivist Tenets and Variation-
Maximising Scenarios®®

The interviews employed an interview guide approach, ensuring consistent pursuit of
fundamental lines of inquiry while allowing the interviewer the flexibility to probe and explore.*’
This approach helped informants to outline their occupational background and career, as well
as reflect on four predefined themes: safety and security, (online) radicalisation, surveillance
and privacy. In so doing, we aimed to explore stakeholders’ specific insights, conceptions and
problematisations,*® keeping an eye out for both similarities and differences. Following Ravn et
al., we stress that the interpretation and approach to radicalisation are not objective but rather
a subjective understanding that has developed over time,** and thus examine what subjective
understandings stakeholders mobilise to frame online radicalisation. As such, we asked open-
ended questions to probe the meanings our informants attribute to online radicalisation and
asked them to elaborately reflect on their reasoning. The guide included a list of 38 suggested
questions, intended as examples or guidelines rather than a checklist to be completed in a
specific order.

In the design of these interview guidelines, we were helped by a survey, executed in the context
of the same research project.*’ This survey was used to define areas of concern to LEA and
non-LEA actors, such as the balance between public safety and individual rights and the novel
opportunities represented by the internet. The survey data was also used to construct four
scenarios, which offered specific, fictional examples of online radicalisation taking place in a
context of heightened security risk to the national population and legalised, algorithmically
assisted forms of police investigation.” These scenarios were constructed to maximise
variability once again, including, in different constellations, scenarios involving vulnerable or
influential enablers of radicalisation and vulnerable or influential perpetrators of radicalised
action.

Interestingly, while the quantitative survey data demonstrated some differences between LEA
and non-LEA professionals in their acceptance of online surveillance of suspect activities.** the
qualitative interviews yielded surprising resonances in the broader meanings and issue frames
our informants mobilise when prompted to more fully and elaborately engage with online
radicalisation. We will reflect on this difference in the conclusion of this paper.
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In order to zoom in on recurring issue frames, we adopted a method of inductive coding, a
coding procedure that foregrounds interviewees’ own perspectives, definitions, and accounts
onagiven setofissues. In so doing, we arrived at four specific issue frames that were remarkably
similar across countries and actor groups. In the coming pages, research participants will be
denoted by means of their nationality (e.g. NL) and number (e.g. 05), and by their stakeholder
category (A = LEA, B = religious or community leader, C = policy advisor or activist, and D =
expert) in order to safeguard their anonymity.

Framing ‘Online Radicalisation’: Data and Analysis

Like most terms, the notion of ‘online radicalisation’ evokes a host of not necessarily coherent
meanings and associations. In the following, however, we zoom in on four largely shared issue
frames. The first of these emphasises the tension between approaching online radicalisation
as an individual process versus a socially contextualised practice; the second issue frame
emphasises the national embeddedness of the very definition of radicalisation and its use in
specific national and political contexts; the third issue frame highlights the complex politics of
online security, while the fourth issue frame approaches the monitoring of online radicalisation,
particularly so by means of ‘mysterious’ algorithms, as a practical and pragmatic challenge.

It is, however, important to notice from the start that radicalisation itself is not a term with a
stable meaning to our informants. When asked to define radicalisation, informants often positit
as a process resulting in the desire to take away freedoms from others, implicitly understanding
radicalisation as a threat to others’ positive freedoms. Informants may also associate it with
becoming obsessed or stuckin a ‘bubble’ (BG05C) and suffering from ‘tunnel vision’ (e.g. EST04B
and DEO7B), with people losing awareness of broader society and rejecting, in particular,
diversity of opinion and way of life. They also associate it with extremism, yet also express a
rather complex understanding of what is to be counted as ‘extreme’, which may, in fact, simply
be an ‘exaggeration of something intrinsically positive’ (HR02B), hence subtly distinguishing
between extremism and violent extremism in action. Indeed, radicalisation may even have
emancipatory potential (DE03A), it being a process whereby previously unrepresented people
claim a voice and public visibility. In this regard, too, our informants challenge simple models of
radicalisation that fail to distinguish between these two - a particularly problematic tendency,
as specifically adolescence can be characterised in general as a transition period marked by
extreme emotions and opinions.** Indeed, ‘the line distinguishing a radicalised person from a
person who wants a better future for his or her children is very thin’, one police officer comments
(BGO3A). Given this unstable character of the term radicalisation, it is no surprise, then, that we
see our respondents mobilise the following four issue frames to attend to its complexity.

1) The Roots of Radicalisation: The Isolated Individual and/or the
Broader Social Context

When asked to reflect on why and how certain individuals are radicalised - or radicalise
themselves - our respondents generally identified an important tension between individual-
level explanations on the one hand, and broader social processes and dynamics on the other.
Some informants emphasised certain individual characteristics such as low intelligence and
lack of critical thinking skills, low educational attainments, or a bad childhood and traumatic
experiences, whereas others privileged social and economic factors in their explanations,
ranging widely from unemployment (e.g. some people ‘don’t have a normal life or anything else
to do’, EST02D), economic deprivation, to broader societal injustices against specific minorities
(DE04A). Atthe same time, our informants also articulated holistic approaches to radicalisation,
which tend to understand radicalisation as a multifactorial, sometimes multi-staged process,
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involving both precipitating causes and triggering catalysts that evolve to a ‘point of no return’
(DE04A). On the one hand, then, they put forth the trope of the radicalising ‘lone wolf’, but point
to the structural factors that allow such ‘lone wolves’ to emerge in the first place.

Informants also reflected specifically on the impact of online media, suggesting that online
media and the algorithms that steer users to specific content play an important role in their
radicalisation. Some emphasised, for instance, the ‘bubble’ created in certain online spaces,
pointed to the wide reach of such media, and also pointed out that spending a lot of time online
is simply incompatible with living a more socially engaged life in one’s community. Here, the
online world represents an additional social scene that may compensate for the alienation
individuals experience in broader society.

For our informants, the multifactorial nature of radicalisation poses the challenge of how to
effectively intervene and stop these processes. If they are a matter of complex interlocking
causes and catalysts, where do you focus your efforts to halt or subvert such radicalisation
processes? Here, informants generally emphasised community-based solutions targeting
especially vulnerable populations and individuals within these populations as a first and
crucial step. For instance, informants mentioned it is possible to target those ‘without strong
social ties’ (ITO5A), by offering strong education programs and educational efforts to combat
radicalisation (GRO3B) or state-sponsored reintegration programs highlighting sports and civic
education (DE02A). The extent to which our informants thought these more general efforts
should be combined with online surveillance and security efforts is a question that will be dealt
with below (see issue frame number three) after we have discussed the importance of national
and political contexts to our informants.

2) The Importance of (National and Political) Context:
Radicalisation as a Moving Target

Throughout the interviews, many of our informants emphasised the importance of specific
national and political contexts in confronting online radicalisation. The importance of such
contexts could be presented implicitly, in references to country-specific phenomena of interest:
e.g. our informants from Bulgaria often used football as an example of a social setting in which
radicalisation may occur, an emphasis which echoes the strong right-wing presence within
Bulgarian football hooliganism.** More explicit framings of the importance of national and
political contexts were also present, however. For instance, many of our informants commented
on the supposed link between radicalisation and Islam or migrant communities, yet contest the
assumption that radicalisation is something that only or uniquely affects such communities.
Most of our German police officers, for instance, noted that it is a mistake to think that culture
or Islam explains Islamic radicalisation; instead, the roots of these processes have to be
sought in experiences of socio-economic deprivation and anti-Muslim discrimination (DE0Q1A,
DEO2A, DEO3A, DEO5A). This recognition is echoed by informants who variously pointed to
Christianity as a source of radicalisation (EST09C) and who see the idea that radicalisation only
or uniquely affects Muslim communities as deeply irrational (ITO9C). Moreover, religious or
ethnic identifications are themselves not stable or given but may assume a particular salience
in specific contexts: an Italian law enforcement professional emphasised, for instance, that in
order to understand radicalisation processes in, and as mediated by, the broader Balkan area,
one has to account for politically motivated mobilisation of such identities in recent history
(ITO1A).

Indeed, some challenged the very label of the ‘radical’ itself, understanding it as a political tool
in majority attempts to silence or marginalise specific communities who may be in the process
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of arguing for community rights and justice (EST02D). For instance, a Dutch Muslim community
worker emphasised that mainstream political discourse in the Netherlands is itself radicalised
and anti-Muslim, wondering whether this radical ‘centre’ is not more harmful societally than
the youth she works with. Commenting on the scenario involving a radical and homophobic
Imam, she confided in the researcher: “Can I be honest? What this imam does is very bad. What
he says. But if I compare this with Wilders,” - Geert Wilders is a prominent right-wing, anti-
[slam politician in the Netherlands - “I mean, that is a hundred times as bad. [...] Because he
[Wilders] affects the whole society. And whatever that Imam says, at least it doesn’t affect the
whole of society” (NLO5B). Her appraisal of these exclusionary, Islamophobic discourses was
shared, coincidentally, with that of a Dutch rabbi, who similarly lamented the ease with which
the right wing was projecting anti-Semitism onto Muslims - conveniently remaining silent
about anti-Semitism within its own ranks and within broader mainstream society.

Taken together, these data suggest that our informants operate with an issue frame of
radicalisation that understands it to be a ‘moving target’ for our informants: a term that fails to
have a stable meaning across contexts, and that - as they argue - becomes implicated in specific
political agendas. The broader implications of such stakeholder issue framing of radicalisation
will be unpacked more fully in the conclusion, but suffice to say here that these contestations
and challenges of dominant radicalisation frames test the definitional power of authorities in
delineating ‘radicalisation’.

3) The Politics of Online Surveillance and Security: A ‘Delicate
Balance’

Speaking more specifically of forms of online radicalisation, many of our informants were quick
to point out that online surveillance and online security may play a crucial role in combating
online radicalisation: after all, state authorities do have the responsibility to ensure security for
their citizens. Offending websites of online fora may be taken down (GR02A), for instance, and
patterns of internet use may provide hints about specific individuals. However, we were struck
particularly by the broader issues our informants brought up when it came to online surveillance
and security in what we call the issue frame of ‘finding a balance’. Some of our informants
focused on issues related to privacy, particularly the balance between individual privacy and
state power. There should not be ‘mass surveillance’ of entire populations, for instance (GR04A),
nor should law enforcement seek to emulate Chinese (DE04A) or Russian (IT10B) authorities,
or even the UK, with its massive amount of CCTV (DEO5A). Serving as a counterpoint to more
moderate and privacy-sensitive use of surveillance technologies, these countries were thought
to have transgressed the boundary separating legitimate from illegitimate use.

Targeted surveillance of specific populations, however, was also thought to be fraught with
ethical dangers. Such efforts may reinforce negative stereotypes, ‘putlabels on people’, (GR03D),
and have discriminatory effects more broadly. At the level of the individual, surveillance may be
especially dangerous as well: if used in the wrong way - without certain contextual safeguards
(see issue frame number four below) - it may even ‘jeopardise someone’s life’ (HR02C) when
law enforcement acts on spurious information. Even when certain societal fears of surveillance
may be somewhat ‘overblown’ (EST01D), informants generally emphasised the necessity of
proper legal and regulatory frameworks and democratic accountability mechanisms. For this
reason, private ownership of the means of online surveillance or the data hence generated may
exacerbate these dilemmas, creating a situation in which surveillance methods may ‘evade the
public eye’ (NLO7D).

In this context, some informants again pointed to local histories of governmental surveillance
and control (see issue frame number two above). A Dutch rabbi, for instance, was particularly
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hesitantwhen itcame to online surveillance, bringing to mind how, under the German occupation
of 1940-1945, the German occupying forces had a rather well-developed bureaucracy at its
disposal detailing (among other things) the place of residence of its Jewish citizens. It is often
claimed that this is the reason for the particularly high percentage of Dutch Jews deported
during the Holocaust.** This history explains his hesitance to support large-scale surveillance
of targeted populations, even when they threaten his Synagogue’s safety and security. In so
doing, he brought to mind the ill uses to which such instruments may be put and their more
general tendency towards ‘function creep’ - an insistence that mirrors more general public
anxieties with regard to such processes of creep.*® As a result, we suggest that our informants
share this concern for the potentially undemocratic and unaccountable uses of surveillance
algorithms and generally adopt an issue frame in which online monitoring is conceived of as a
delicate balancing act.

4) The Mysteries and Limitations of Algorithmic Surveillance

Aside from the more political and ethical issues we unpacked in issue frame number three,
our informants also tended to stress the pragmatic limitations of digital surveillance. First of
all, the internet itself is evolving so fast that the use of online surveillance is simply limited:
once the algorithm has ‘learned’ to recognise certain patterns, radicalising communities may
already have moved on, so that ‘we’re tapping in the dark’ (HR03D). But the opacity of the
‘inner workings’ of surveillance algorithms was also taken to represent a pragmatic problem.
Algorithms, being changeable and self-learning, depend on the quality of the data they are fed,
and it is not always clear how they end up attributing risk. The extent to which algorithms
can accurately ‘read’ and understand human interaction is also a specific point of critique:
while some argue that massive data storage and analysis may help to distinguish those who
are seriously radicalising from those who ‘simply tell a joke’ (HR02C), ‘robots’ are nevertheless
thought to inadequately understand the meaning behind specific online utterances (IT06D).

An additional and crucial problem our informants tended to associate with surveillance
algorithms is what we call the problem of context. While algorithms may be excellent at pattern
recognition, they provide little detail about the how and why of radicalisation in specific cases,
nordotheyadequately predictactual risk. One participantargued thatasalgorithms haveinitially
been developed to predict chess games - situations with a lot of variation, but predictable rules
- they are severely limited when it comes to predicting terrorist attacks, as these are caused
by much more variable and less rule-bound factors (NLO7B). More generally, however, our
informants tended to place absolute importance on grounding one’s understanding of specific
individual risk profiles in hands-on experience and specific and detailed police investigation
- often assisted by information from within the community (if there is one). A Bulgarian LEA
emphasised that if algorithms offer the ‘theoretical’ knowledge, there is simply no substitution
for the ‘practical experience’ that comes with ‘being out there in the community’ (BGO3A).
In general, then, our informants approached the promise of algorithmic control with a lot of
caution, framing the issue as one of closely attending to, and mitigating, the inherent ‘mysteries’
and pragmatic limitations of algorithmic surveillance.

Conclusion

We identified four recurring issue frames: (1) individual vs. social explanations, (2) social/
political embedding, (3) online surveillance as a balance, and (4) complexities of algorithmic
surveillance. As such, our informants recognised the tension, also present within academic
research on radicalisation, between individual-level and social explanations for radicalisation.*’
Our informants also alerted us to the political uses of the term ‘radicalisation” and implicitly or
explicitly contested the idea that the term is a neutral descriptor. Emphasising the political
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nature of radicalisation discourse, our informants were rather close to contemporary criticisms
of the ideological uses and assumptions within radicalisation and terrorism discourses*®
and to research that emphasises broader unequal political and social milieus within which
specific radicalisation processes take place.** Some informants also raised the possibility that
radicalisation may have benign, even emancipatory effects.>® Meanwhile, they seemed acutely
aware of the ethical, legal, and political challenges of online surveillance, as evident by their use
of the balancing act frame, while they also pointed to the pragmatic problems of meaning and
context that accompany algorithmic policing.

We have also demonstrated that these issue frames are largely shared between our informants -
asurprising finding, as our sample is highly diverse both in national contexts and in professional
terms. Instead of setting dividing lines and a lack of shared understanding of the radicalisation
process - as has traditionally been assumed - stakeholders across professional groups actually
demonstrated a shared understanding of this phenomenon. Hence, it is likely that whichever
challenges existin stakeholders’ collaboration, these do notlargely stem from diverse normative
stances and issue frames but have to be explained by other factors, such as informational
barriers, political and regulatory contexts, and more general collective action problems. Our
data suggest harmonising national standards, like the 2015 EU criminal proceedings effort and
the 2011 Radicalisation Awareness Network,*! might rely on shared issue frames among key
actors. Similarly, while police cultures and traditions may differ across countries®? and countries
may have highly specific experiences with radicalisation and extremist violence,* these shared
issue frames provide some hope for future possibilities for coordination and cooperation. Our
data, showing that LEAs tend to emphasise social factors in radicalisation and the value of
community work and policing, also suggest that law enforcement actors are equipped and able
to coordinate, cooperate, and possibly co-create with other stakeholders as well.

Practical Recommendations for Policy and Practice

We offer several concrete recommendations for those involved in online radicalisation efforts.
First, our data suggest that our informants are acutely aware of the political uses of the
radicalisation frame. Hence, specific conceptualisations of radicalisation - legal or otherwise
- need to be accounted for and rendered explicit, as these may mitigate actors’ hesitance to
cooperate with or contribute to attempts to foster security and combat radicalisation. The
hesitance of some of our informants in putting faith in state authorities when it comes to
balancing privacy and the state’s surveillance mandate is instructive in this regard, showing
how national and political histories and contexts may influence the readiness of stakeholders to
cooperate and coordinate action. Public concerns around the use of online surveillance and Al
by law enforcement agencies®* and discriminatory practices facilitated by predictive policing®
Al further feed into this caution.

Second, our informants emphasised that online surveillance is an option fraught with ethical
and political dilemmas. As such, surveillance instruments targeting specific populations should
be precisely explained and detailed where possible. Especially in cases where the cooperation of
crucial stakeholders within such communities is required (e.g. in prevention programs targeting
specific communities), investigating and law enforcement actors should be ready to motivate
the choice for specific technologies in order to take away or mitigate concerns with ethnic or
religious profiling. This also means that in some cases, the choice for online surveillance may
simply not be the best one given broader political pressures®® and human rights concerns®’ -
the fact thatitis a possibility does not mean, in short, that it is the first or best option to explore.
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Third, regardless of context, most informants stressed the practical limitations of online
surveillance, emphasising the mysteries of algorithms and the decontextualised character of
the information they yield. In other words, to be of use, they have to remain coupled with and
firmly embedded within other investigatory practices. For those seeking to introduce online
surveillance, it is imperative to explicitly account for the limitations of these technologies, and
to highlight the centrality of ‘good old-fashioned police work’ in order to mobilise cooperation
with law enforcement professionals. Moreover, a transparent emphasis on the limitations of
such technologies may also mitigate other stakeholders’ ethical and practical concerns with
their mysterious power. The relevance of ‘negotiated management’,*® thus personal interaction
and flexible attempts to avoid coercive measures, has not only been proven to be more effective
under several circumstances, but also to maintain or even enhance the legitimacy of the police
in the broader society.

Finally, our study has identified a significant consensus regarding the issues surrounding the
prevention and mitigation of online radicalisation. It is essential to note, however, that this
consensus is based on respondents’ self-reported beliefs and attitudes rather than their real-
world actions when confronted with online radicalisation in their daily activities. Institutional
theorists are quick to point out that, while organisations and their embedded actors might pay
lip-service to the values and procedures that grant them institutional legitimacy, these can be
largely decoupled from actions on the ground.*’

In reference to the vignettes presented at the outset of this article, the political situation in
both the Netherlands and the United States has evolved quite notably. In the Netherlands, the
FvD secured three seats in the 150-seat House of Representatives - a stark departure from
its 2019 success in regional elections, during which it emerged as the largest political party.
Meanwhile, in the United States, legal proceedings have resulted in the conviction of more than
seven hundred people associated with the January 6% storming of the Capitol, including key
leaders of organisations like the Oath Keepers and Proud Boys.®°

Nonetheless, the issue of radicalisation continues to be a prominent concern on the policy
agenda of both nations. As of the time of writing, former President Donald Trump is leading
the polls for the 2024 presidential election, despite being found guilty of 34 felony counts
of falsifying business records and facing a number of other legal challenges. Further, despite
overwhelming evidence to the contrary, a majority of Republican voters still think their
candidate is the ‘true’ winner of the 2020 presidential election.®* Additionally, radicalisation via
social media remains a pressing issue in the country.®> And even though we have to be mindful
of how the discourse around polarisation can be seen as a way to not discuss material politics,®
mutual antipathy among ideological factions in the Netherlands remains on the rise as well,**
especially manifesting itself around issues of gender and sexuality.®® In light of these ongoing
developments, it is advisable for national governments to heed the voices of those on the
ground - who, according to our study, are surprisingly aligned in their assessment of the issue
and aware of the nuances and pitfalls that come with addressing such a fractal phenomenon.
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