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The nature of terrorism is continuously evolving due to a myriad of factors, including ever-
changing counter-terrorism efforts, fluctuating political tensions, and a fragmented and unstable
extremist ecology.! How terrorism is conceptualised also changes, with contemporary terrorism
described in terms such as lone actors, leaderless movements, and decentralised networks.? As
a result of this evolution, governments have drawn distinctions between differently motivated
violent extremists, such as religiously-motivated violent extremism, right-wing extremism,
nihilistic violent extremism, or ideologically motivated violent extremism (IMVE).* These
categories facilitate the allocation of resources for counter-terrorism professionals, while for
researchers, they provide a unit of analysis from which trends and patterns can be discerned.

Analysis of terrorist activity in Canada using these categorisations leads to a disturbing
realisation: IMVE is on the rise. By every measure, IMVE attacks have occurred more often
and have killed and injured more people in Canada than any other type of terrorism, with
the exception of the Air India attack in 1985.* In response to this rise in violence, Canada has
deployed one of its counter-terrorism tools: the terrorist listings process within the Criminal
Code. Canada haslisted several IMVE groups as terrorist entities: Aryan Strikeforce, Atomwaffen
Division, The Base, Blood & Honour (and its armed wing, Combat 18), the Proud Boys, the
Three Percenters, 764, the Terrorgram Collective, and Maniac Murder Cult.®

Beyond these listed entities, IMVE in Canada is often the purview of lone actors, individuals
inspired by broader narratives but not connected to or financed by organised groups.® In
fact, much of IMVE activity involves individuals loosely aligned with movements rather than
members of organised groups. These movements are characterised by a large number of “fellow
travellers” — people who share ideas, tactics, techniques, and procedures, and encourage action
among themselves, but cannot be directly tied to any specific attack or incident.” A prominent
example of this is the Involuntary Celibate (Incel) movement.? The landscape of IMVE actors
in Canada also includes semi-organised domestic IMVE networks, and Canadians are part of
transnational IMVE networks, such as Active Clubs.’ These individuals are part of the broader
IMVE movement but often support specific cells financially.'°

Regardless of whether they are part of organised groups or adherents to more loosely organised
movements, IMVE terrorism is perpetrated by individuals, and those individuals require funds.
Those funds are used for operational financing: to acquire weapons and equipment, conduct
attacks, disseminate propaganda,and organise trainingand events.!* Additionally, organisational
financing isrequired for terrorist organisations and movements to sustain themselves, including
to pay salaries and fund propaganda creation.!? However, post-9/11 counter-terrorist financing
(CTF) policies and practices were largely designed to target organised groups such as al-Qaeda.
These CTF regimes often focus on monitoring cross-border transactions and tracing financial
tradecraft used by threat actors. As this article will explore, these transaction patterns and
methods do not necessarily apply to IMVE actors. The question remains: which, if any, of those
CTF tools are appropriate for combating the IMVE threat.'®

This article will examine how IMVE groups, attacks, and networks in Canada are financed,
using open-source reports, official publications, and completed access-to-information requests
regarding the actors and incidents. By analysing seven groups, eleven attacks, and considering
transnational networks, the authors aim to establish a baseline understanding of how groups
in Canada raise, use, store, move, obscure, and manage funds, as well as the costs associated
with IMVE attacks. Following this analysis, the article will provide an overview of the available
CTF tools and evaluate their relative utility in addressing IMVE threats. The authors argue
that although military approaches are unlikely to be effective (nor lawful, in most instances),
states and non-state actors can employ other CTF methods to combat IMVE financing, including

Perspectives on Terrorism 10



Vol. XX, Issue 3 - September 2026

leveraging financial intelligence, sanctions, and financial deplatforming. Overall, this article
aims to connect the empirical data on IMVE financing in Canada to the broader CTF toolkit and
examine the conditions under which different tools could be effective.

Key Concepts and Literature

The concept of IMVE is not widely used outside of Canada and the Five-Eyes intelligence
alliance.' Violent extremism is instead used as an umbrella term, further distinguished
into right-wing extremism or left-wing extremism (which often encompasses the various
types of IMVE) and jihadism.'> American institutions have also used racially and ethnically
motivated violent extremism (REMVE), but it fails to include terrorist motivations related to
anti-government sentiments or eco-terrorism.'® International institutions that shape national
policy and practice, such as the Financial Action Task Force (FATF) and United Nations Office on
Drugs and Crime, use terminology such as ethnically or racially motivated terrorism (EoORMT)
or terrorism on the basis of xenophobia, racism, and other forms of intolerance, or in the name of
religion or belief (XRIRB).!” The authors chose to maintain the IMVE terminology because the
unit of analysis is Canada. Furthermore, because the IMVE concept is broad, it allows for the
inclusion of left-wing violence as well as other forms of ideologically motivated violence, which
are often neglected in research.

Studies into the various types of IMVE have primarily focused on intent and ideology, pathways
toradicalisation, and the role of digital platforms.'® They emphasise specific groups/movements
such as anti-government extremism and incels, while some ideologies, such as contemporary
left-wing extremism, as well as non-American cases, receive less attention.'® There is particularly
limited research on Canadian left-wing extremism, with most studies focusing on the Front de
Liberation du Québec and the October Crisis of the 1960s and 1970s. Only one examination
involved investigating radical environmental and animal rights groups between 1982 and
2008.2°

As terrorist threats have expanded beyond jihadism and ethno-nationalist terrorism, there is
a growing body of research dedicated to IMVE financing. This literature has mainly examined
the financing of right-wing violence, highlighting the different ways that organised entities
and lone actors raise and use funds - especially in the US.?! Other work has examined how
different crimes can be related to ideological beliefs.?? For instance, Kerodal et al. found that
conspiratorial, anti-government, and anti-tax beliefs increased the risk of financial crimes such
as tax evasion, while xenophobic, survivalist, and anti-gun control beliefs correlate with violent
crime.?® Reimer and Redhead analysed ideologically-motivated extremists (specifically right-
wing extremists) as part of their study on self-activating terrorism.?* Reports by FATF and the
UNODC detail various fundraising techniques employed by EORMT/XRIRB actors and discuss
how states can prevent or respond to financing threats originating from these forms of violent
extremism.?> Additionally, the use of new technologies by all types of extremists has also been
analysed, especially the adoption of cryptocurrencies, crowdfunding, online monetisation, and
the Dark Web.?¢ However, the IMVE financing literature does not integrate a tri-level analysis of
actors, attacks, and networks.

Very few studies or policy documents have explicitly analysed CTF frameworks through an
IMVE lens. A CTF framework includes eight main components: the criminalisation of terrorist
financing, using financial intelligence and financial surveillance, kinetic CTF, financial exclusion
(sanctions, asset forfeiture and seizure), regulatory tools, technical assistance, civil law, and
financial deplatforming.?” These tools and policies, which are technically threat-agnostic, have
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been and continue to be applied to the IMVE threat, despite fairly significant differences in
threat structure, methodologies, targets, and techniques. For instance, recent FATF work on
terrorist financing has included an analysis of EORMT financing, although little analysis has
been done to examine the appropriateness of the framework for the threat.?

In examining each component of the framework, the criminalisation of terrorist financing
builds on the UN Convention for the Suppression of Terrorist Financing, FATF recommendations,
and ultimately national legislation criminalising terrorist financing.* Financial intelligence is
used by states to generate counter-terrorism leads by reporting suspicious activity, providing
financial and account information to assist investigations, and detecting how terrorist groups,
cells, and individuals finance their activities, including procurement networks.3* Additionally,
states use kinetic CTF measures like military action, including capture-or-kill missions, to target
and dismantle terrorist financiers, cash storage sites, and sources of terrorist funding such as
oil refineries.?! They can also interdict illicit or licit products used for terrorist financing.?*
Sanctions, asset freezing and seizure, and measures to suppress the raising and movement of
funds further contribute to efforts to disrupt terrorist recruitment, camps, and safe havens.3?
States also provide technical assistance to enable less-compliant jurisdictions to implement
CTF standards and practices, especially criminalisation strategies.>*

Other actors, including the private sector, are also engaged in the fight against terrorism
financing by identifying suspicious transactions and filing mandatory threshold reports.?
Private sector entities further implement targeted financial sanctions and other efforts to
block terrorist transactions.*® The public is also involved in CTF through civil law tools that
allow private individuals, namely victims of terrorism or their families, to sue terrorists and
their facilitators, thus reducing terrorists’ ability to fund attacks, and by extension, disrupting
terrorist actors.?” Finally, and most relevant to the IMVE threat, state and non-state CTF actors
have sought to financially deplatform extremists by using platform terms of service to stop
these entities’ crowdfunding, streaming, and other efforts.

This CTF framework is being adapted here as an analytic tool to evaluate counter-IMVE financing
efforts. By examining several group and attack case studies, as well as discussing transnational
network financing, this article analyses how IMVE is financed and whether CTF tools work to
prevent and disrupt its financing in Canada.

Methodology

To conduct the tri-level analysis of IMVE groups, attacks, and networks in Canada, the authors
employed a case study protocol for each level, outlining the research methods to be used,
keywords to be searched, a planned structure for analysis and reporting, as well as key themes
and variables to examine. The majority of case studies were created by the first author and
validated by the second author, although in some instances, outside researchers were engaged,
and their findings validated by the authors. To create the case studies, the authors conducted
a literature review of publicly available sources, including official documents, terrorist listing
data, press releases, access-to-information requests, and parliamentary committee reviews
(especially those related to the 2022 Freedom Convoy in Ottawa).?* Data was also collected from
news articles, court records accessed via the Canadian Legal Information Institute database, and
profiles by non-governmental organisations (NGOs) such as the Canadian Anti-Hate Network.
These sources were evaluated for reliability, with official sources prioritised, followed by those
from dependable news outlets such as the CBC and reputable NGOs. The data was principally
collected by a primary researcher (the first author) and validated by the second researcher. The
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authors also cross-validated the data across several sources; however, they remained cautious
of the potential of circular reporting. When discrepancies arose, such as differing accounts of
weapon types, the authors used the most recent and authoritative sources, paying attention to
publication history and source transparency. An abductive approach guided data collection:
the authors were open to new insights while reviewing reports, but this was complemented by
targeted searches for indicators common in terrorism financing, such as cryptocurrency use
and other financial keywords.

The groups selected for examination are IMVE organisations listed in Canada as terrorist
entities,*’ excluding the Russian Imperial Movement, as there is no evidence of this group
operating in Canada, and James Mason (the author of the neo-Nazi book, “Siege”), as he is an
individual, also with no known financing ties to Canada.** This resulted in a sample of seven
groups for analysis. As a result of the increased media and policy attention on incidents such as
the January 6™ insurrection on the US Capitol as well as the 2022 Freedom Convoy in Ottawa,
there was increased attention on IMVE groups both in the US and Canada.*? The increased data
availability led to the groups’ activities being studied beginning in February 2022, with the
authors concluding data collection and analysis in October 2025. To understand how these
groups (or, in some cases, movements) were financed, searches were conducted by inputting
terms such as the group/network name or key associated individuals into a search engine and
then within the webpages or reports, finding terms related to financing such as cash, fundraising,
weapons, and others to collect information on how funds were raised, used, moved, stored,
managed, and obscured in Canada, and in some cases, abroad.

Table 1: Groups Selected for Analysis

Groups

Aryan Strikeforce

Atomwaffen Division

The Base

Blood & Honour

Combat 18 (Blood & Honour's Combat Wing)
The Three Percenters

Proud Boys

In contrastto group selection, which wasinformed by Canadian terroristlistings, manyadditional
factors influenced the authors’ decisions on which attacks to analyse, given the complexity of
classifying and categorising violent incidents. What constitutes a terrorist attack in Canada
involves several key elements. As per the Criminal Code, terrorist incidents are carried out, in
whole or in part for a political, religious or ideological purpose, objective or cause, with the aim
of intimidating a segment of the public and intentionally causing death or bodily harm through
violence, endangering a person’s life, or posing a serious risk to the health and safety of any
segment of the public.*® The selection of attacks for examination was based on this definition,
with a few caveats.

As it pertains to the purpose clause, determining the motivation for an incident and whether it
was intended to intimidate a segment of the public is difficult, as this requires understanding
the motivation of a perpetrator who often died during the course of the attack and left
no detailed description of their motivation. The authors only included attacks where the
perpetrator explicitly mentioned an ideological tenet. The included attacks were driven by a
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variety of sentiments, such as anti-authority or anti-government extremism, incel extremism,
race-motivated extremism (including neo-Nazism), and left-wing extremism. This decision on
explicit mention resulted in some attacks being excluded from analysis, despite targets that
might suggest an IMVE motivation.

Although attacks targeting only facilities or infrastructure would technically fall within the
Criminal Code definition of terrorist activity, the authors chose not to include instances that
caused only property damage, such as arson of religious institutions, police cars, or pipeline
infrastructure. Instead, the authors focused on instances that resulted in injury or death to an
individual. This approach omitted some left-wing extremist incidents, as groups like the Animal
Liberation Front are primarily connected to arson or vandalism incidents, rather than violence.
Because the concept of “serious property damage” is not defined in the Criminal Code, and few
terrorism convictions address it explicitly, it was excluded due to a lack of definitional clarity.
Again, this likely resulted in the exclusion of several terrorist attacks from this analysis.

Finally, while studying terrorism plots is an important methodological component of terrorism
studies, terrorist plots were not included in the dataset, as this would have introduced
considerable speculation into the cost estimates, given the limited available information on
some disrupted plots in Canada.**

These criteria resulted in eleven terrorist attacks attributable to IMVE actors in Canada between
2010 and 2025.4

Table 2: Attacks Selected for Analysis, including Year and Perpetrator

Attacks
2014 Moncton Shooting (Justin Bourque)
2016 Incel Stomping Attack (Sheldon Bentley)
2017 Quebec Mosque Shooting (Alexandre Bissonette)
2018 Toronto Van Attack (Alex Minassian)
2019 Incel Knife Attack (Alexander Stavropoulos)
2020 Toronto Massage Parlour Attack (Unnamed Youth)
2020 Mosque Caretaker Stabbing (Guilherme 'William' Von Neutegem)
2021 London Truck Attack (Nathaniel Veltman)
2022 Attack on Coastal GasLink Pipeline Worksite (Unnamed Anarchists)
2022 Saanich Bank Robbery (Issac and Matthew Auchterlonie)
2023 Gender Studies Class Stabbing (Geovanny Villalba-Aleman)

Not all of these attacks resulted in terrorism charges. In many cases, the perpetrator died
conducting the attack, or terrorism charges were not laid in conjunction with other serious
charges, such as murder.*® Furthermore, there have been inconsistencies in how specific
ideologies, like those adopted by far-right groups, have resulted in prosecutions for hate crimes
in Canada, whereas religiously motivated attacks, such as those inspired by the Islamic State,
have almost always been classified as terrorism.*’

During the 2010-2025 time period, 21 individuals were charged with terrorism offences (or
had a peace bond applied against them to prevent them from committing a terrorism offence)
for propaganda creation and other terrorist offences.* Only one of those involved someone who

Perspectives on Terrorism 14



Vol. XX, Issue 3 - September 2026

was actually charged with perpetrating a terrorist attack in Canada (Nathaniel Veltman).*” The
other individuals were not included in this analysis because their plots were not sufficiently
advanced to be considered terrorist attacks, there was insufficient information about what they
were planning (common with terrorism peace bonds), or they were charged with other offences
unrelated to planning a terrorist attack, such as participation in a terrorist group (propaganda
creation, for instance).

On average, terrorist attacks globally cost $35,926, but there is considerable variation between
attacks and across jurisdictions.*’Although rare, some attacks cost nothing, whereas others,
such as 9/11, cost as much as $850,000 (adjusted for inflation to 2022 dollars).’* Comparing
IMVE attacks to other forms of terrorist attacks requires a standardised understanding of cost.
The cost of attacks can be estimated from information on the tactics and weapons used, as
well as the number of perpetrators; for instance, more perpetrators generally require more
weapons. More complex attacks tend to cost more because they require acquiring more
materials, conducting reconnaissance, constructing explosive devices, and maintaining cells,
whereas lower-complexity attacks tend to cost less.

For each attack, the authors collected data to estimate the costs of weapons, components,
ammunition, other equipment such as vehicles or tactical gear, training and travel, and
operational security expenses, including burner phones. Costs were estimated by averaging
prices from local vendors based on the perpetrator’s and attack’s geographic locations.>?
Further comparative cost data was collected by the second author for a separate project. This
method builds on previous analysis of the Toronto 18 terrorist cell.>3

The cost of the attack was measured on a scale of 1-5, developed through a plausibility probe
evaluating the costs of 33 attacks perpetrated between 1985 and 2018. Descriptions of the cost
categories are provided in Table 3.

In addition to these groups and attacks, the authors also explored extremist networks.
These networks focused on individuals and movements that engaged in violence (or threats
of violence) that could meet the definition of terrorism under Canadian law and primarily
consisted of groups/movements within a broader white power ecosystem in Canada.>* The
selection of groups and movements was based on inductive research, which was then expanded
to focus more broadly on networks.
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Table 3: Description of Attack Cost Categories®

Cost Category Cost Category Description
0: No-cost attack The attack had no identifiable costs
1: Very low-cost attack Very little money was required for the at-

tack. The entire attack likely cost less than
$1000, and costs incurred likely included
the purchase of inexpensive weapons such
as knives, the rental of vehicles, or the use of
already-owned material.

2: Low-cost attack The attackers incurred some costs in the
preparation of the attack, possibly including
weapons purchases, vehicle rentals, special-
ised equipment, and operational security
measures such as burner cell phones. The
entire attack cost between $1000-$5000.

3. Medium-cost attack The attackers incurred more significant costs
in preparing for and perpetrating the attack.
Possible expenses include multiple weap-
ons purchases, improvised explosive device
components, and operational security mea-
sures. The entire attack cost between $5000-
$10,000.

4. High-cost attack The attackers incurred significant costs
while planning and perpetrating the attack.
Expenses may have included a safe house,
multiple weapons or explosive devices, and
sustenance for attackers in the lead-up to
the attack. The attack likely cost between
$10,000-50,000.

5. Very high-cost attack The attack likely cost over $50,000, and may
have involved international travel, multiple
weapons/ explosive devices, operational
security measures, and possible unconven-
tional weapons materials.

Group Finances Findings

A few of the groups analysed have had several direct financing activities in Canada; these
include the Proud Boys, Blood & Honour, and the Three Percenters, among others. However,
this presence and associated activity, particularly since the listing of these groups as terrorist
entities, as well as the attack on the US Capitol, has decreased, likely replaced by more lone
actors and movement-based participation in the IMVE landscape.*® Nevertheless, terrorist
entities have undertaken fundraising in Canada, and that activity spans a variety of sectors.

Fundraising for the listed groups has primarily taken the form of event fees, merchandise and
propaganda sales, donations, membership fees, and other self-funding mechanisms.®” Some of
these groups have raised funds through criminal activity, such as drug smuggling and weapons
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trafficking.>® They have also received money for providing “security” services and for hosting
concerts.” Funds have been further raised through donations on crowdfunding platforms
and from group leaders.®® In the US, some of these groups, such as the Three Percenters, have
established charitable organisations, but similar activity has not been observed among these
entities in Canada.®

IMVE groups in Canada have used these funds for propaganda, merchandise, and events.5?
Many of them have purchased weapons and bomb-making materials, while Blood & Honour
and The Base have further used funds to purchase land in the US.%®* Money has also been used to
provide training to members, either in advance of attacks or as part of their general preparation
for race wars, the collapse of society, or confrontations with police or protesters.®* Groups have
spent resources on medical expenses and legal fees for members, as well as on maintaining safe
houses, websites,and even hiring individuals to serve as training or recruitment coordinators.®®
Lastly, there have been allegations that group leaders, specifically in the US, have used funds for
personal purposes.®® This is common; despite appearing strongly ideological and committed to
the cause, terrorist leaders frequently divert funds for their own personal benefit.®

Trends in the broader financial system largely determine how IMVE groups in Canada store
and move funds. They have deposited money in financial institution accounts, as well as kept
cash reserves.®® However, in Canada, there is little indication of significant fund storage by these
groups; instead, most of this activity is likely isolated or was undertaken for a specific purpose
(such as preparation for an event). To move funds, they use cheques, cash, bank transfers, and
email money transfers.®® They have also moved money through payment processors, often as
part of merchandise purchases or donations.”®

Until recently, these groups operated with impunity in Canada due to a lack of criminal listing
and law enforcement attention. IMVE groups, therefore, rarely employ sophisticated financial
tradecraft to conceal the source and destination of their funds. Any efforts they make to obscure
their transactions are often basic and are likely by-products of other requirements (such as
speed). In some cases, these groups restrict information about how to contact them and send
them money, requiring prospective members to email them directly to obtain details.” In other
cases, efforts to obscure their funds are primarily driven by how the funds were acquired: when
criminal activity is used to raise funds for these groups, basic money laundering techniques are
sometimes employed, such as purchasing prepaid gift cards.”?

The use of cryptocurrencies, such as Monero, Bitcoin, and Tether by terrorist groups, including
IMVE actors, has increased dramatically over the last few years.”?> The Base, for example,
allegedly received over $25,000 in cryptocurrency donations and schemes in the US.”* Beyond
operational security, there are ideological reasons for this: some IMVE actors seek to hasten
society’s collapse or view it as imminent, and cryptocurrencies are either implicated in this
downfall or seen as surviving it.”> Some actors see cryptocurrency use as a political statement,
as “it is an alternative to the traditional banks that are widely believed to be controlled by
an elaborate Jewish conspiracy”.’® The adoption and promotion of cryptocurrencies by many
far-right influencers (including for personal gain, as part of a “pump and dump,””’ scheme or
“rug pulls,”’®) has also likely increased the popularity of cryptocurrencies among IMVE actors.
However, this adoption is not universal: in the US, for instance, the 2022 Buffalo shooter
specifically noted in his manifesto that cryptocurrencies were fundamentally “worthless” for
his purposes.”

Most IMVE groups have managed their funds in a decentralised, non-hierarchical manner,
although some have employed a cell structure.®® However, evidence of widespread fund
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management techniques among IMVE groups in Canada is limited, likely due to the scattered,
small-scale nature of their activities in the country. In the US, the situation has been different,
with several IMVE groups, such as the Three Percenters and the Oath Keepers, establishing
formal management structures, even registering charitable or not-for-profit entities.®!

The lack of structure in these groups in Canada means they have never required substantial
financial infrastructure. Instead, their activities and operations have been opportunistic and
ad hoc. These groups share ideology and propaganda that drive terrorist attacks; yet they
eschew more formal structures. This might be deliberate: these groups might be adapting to
CTF efforts established after the terrorist attacks of September 11, 2001. Awareness of anti-
money laundering, and CTF policies and practices, might have convinced them that establishing
a large, well-financed organisation is counter-productive to their broader objectives.

Ultimately, the IMVE groups listed in Canada use a variety of means to raise funds, most of which
rely on self-financing and are legal. Much of their financial activity mimics regular transactions
and is often small-scale. Many of these transactions are not reported to Canada’s financial
intelligence unit, the Financial Transactions and Reports Analysis Centre of Canada (FINTRAC),
because they are below the threshold for reporting, or cannot be clearly tied to a specific group
or ideological function (thus not meeting the threshold for suspicious transaction reporting).
This makes it more challenging to detect their activities than for some terrorist groups that have
larger-scale financial operations. At the same time, IMVE groups are no less dangerous, and
thus there needs to be additional attention to developing detection and disruption techniques
that account for these differences in the scope and scale of their behaviours.

Attack Finance Findings

According to FINTRAC, IMVE attacks in Canada have been “mostly” self-funded.?> However,
analysis of these attacks indicates that, based on available information, they have been entirely
self-funded, either through the diversion of the attacker’s personal funds or, in some (rare) cases,
by unwitting family members who provided a small amount of money in advance of the attack,
not directly for the attack.®® It is possible that FINTRAC has identified transactions suggesting
outside funding, but these transactions have not been disclosed publicly. It is also plausible that
FINTRAC is using non-definitive language to allow for the possibility of some outside funding.
However, based on currently publicly available information, there is no evidence of outside
funding for these attacks.

The funds were used almost exclusively for weapons, equipment, or vehicles in the attacks.
In some of these attacks, such as the Saanich bank robbery, funds were diverted for training
purposes.®* However, in other cases, firearms training was common behaviour for the
perpetrator, so it cannot be distinguished from pre-attack preparations.®

These attacks in Canada have all been lone-actor attacks, with the exception of the Saanich bank
robbery, which was conducted by brothers (a dyad).?® Because these attacks involved only one to
two individuals, managing the funds was simple and handled directly by the perpetrators, with
no need to store or move them. The perpetrators also did not need to conceal their activities:
the weapons and equipment they purchased in advance of the attack were either pre-acquired
or legal in Canada.®”

The simplicity of the attacks also limits identifiable costs and pre-attack indicators.®® The
purchase ofammunitionimmediately precedingan IMVE attack involving firearms was common.
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However, since the firearms used in the attacks were almost all legally acquired, and firearms
training was common among the perpetrators, this is not an indicative financial transaction
unless occurring in the context of an active threat investigation, and likely in conjunction with
other financial indicators. The one exception is in the case of the Moncton shooting, when the
perpetrator used a financial windfall to settle debts prior to the attack, although it remains
unclear whether this was directly related to his planned attack.?® Overall, there were few
indications of attack preparation and few expenses associated with the attacks.

In assigning the IMVE attacks in Canada to a cost category (see Table 3), the majority of analysed
attacks were low or very low cost, with the exception of the Saanich bank robbery, which was
medium cost due to the number of firearms and equipment used.”® IMVE attacks in Canada
tend to differ from other types of attacks in that they are less expensive, although this is not
universally true, and there are important outliers. The Saanich case illustrates that even self-
financed lone-actor (or dyad) attacks can exceed low-cost events. This is consistent with other
types of terrorism and international attacks, where self-financed lone-actor attacks can range
significantly from extremely low-cost incidents to very high-cost attacks, such as the Utoya
attack, the Christchurch mosque attack, and the Nice truck attack.’ Put simply, just because an
attack is being planned or perpetrated by a lone actor does not mean it will be simple or low-
cost. However, lone actors, and IMVE lone actors in particular, are more likely to have limited
financial resources and thus choose tactics that favour low cost and pre-existing resources.

Transnational Network Finance Findings

Beyond organised IMVE groups and attacks, IMVE actors, including women, donate, facilitate
financial flows, and generally transact with transnational IMVE networks.”? According
to FINTRAC, some Canadians have financially contributed to individuals associated with
international IMVE groups through international electronic funds transfers (wire transfers),
using money service businesses to send funds, or through international payment processing
services.”® These transactions are usually small, CA$600 or less, but are sometimes part of
recurring transactions that total over CA$10,000. Some ofthese transfers have been “structured”,
which FINTRAC says is a deliberate effort to avoid reporting requirements.’* However, it is also
plausible that the individuals sending funds simply did not have any more money to send at
any given time. Analysis of these networks suggests that they are rarely “flush” with cash, and
instead, tend to exist on a subsistence basis.”® These funds were usually sent to pay membership
fees, purchase merchandise and gear, and make general donations.”® The purpose of these
transactions further supports the conclusion that the amount sent in any given transaction
is dictated more by the purpose of the transaction than by efforts to circumvent reporting
requirements.

Some transnational networks are also involved in crowdfunding campaigns, including
cryptocurrency drives.”” However, crowdfunding platforms have enforced the removal of this
content - often under their own terms of service, but sometimes at the behest oflaw enforcement
or security services (also known as financial deplatforming). This has displaced crowdfunding
activities to smaller, less moderated platforms.”® These platforms often lack the resources to
monitor and shut down IMVE activities.”” In other cases, these smaller platforms also lack
the will or legal framework to stop this activity, compounded by the fact that they often make
money from this content.

Certain Canadian companies, such as Entropy, are also major platforms for IMVE financing and
organising. As extremism researcher Dan Collen writes, “Entropy is a Canadian livestreaming
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service and donation platform. It garnered significant recognition between 2019 and 2021 for
providing a payment platform to influential extremists who had been demonetised from larger
platforms, including prominent white nationalist Nick Fuentes. Today, it is used by dozens
of extremist live streamers and facilitates donations from potentially thousands of users.”*?
Platforms like Entropy take advantage of Canadian laws, as well as differences in laws in the
jurisdictions where they operate, have accounts, or are registered. This form of jurisdictional
arbitrage and exploitation can make taking action against extremist content more complicated.

Furthermore, some IMVE actors involved in transnational networks also have business accounts,
and in some cases, they use these accounts to send transfers to IMVE groups.'®! These business
account transactions are characterised by irregular salary payments, a lack of business-
related activity (other than insurance and loan payments), and no evidence of business-related
purchases. When funds are sent or received, they are often to unrelated businesses.'*? These
transactions (or the lack thereof) raise questions about the nature of these accounts.

Addressing the financing of networks is difficult, especially due to challenges associated
with deplatforming, listing, or criminalising their transnational and often legally grey nature.
Although networks significantly contribute to the IMVE landscape through activity such as
propaganda creation and communication channels, there is no available evidence that these
amorphous networks maintain any type of organisational envelope for assets. While there are
financial flows going through these international networks, limited visibility, different laws,
and variations in intelligence capabilities impede attribution to specific actors in Canada and
reduce disruption opportunities.

Countering the Financing of IMVE Organisations, Attacks,
and Networks

Overall, CTF tools can be applied across the violent extremist threat spectrum, although their
applicability varies significantly depending on context. Some have already been employed
against IMVE actors, including sanctions,'*® criminalisation, and the use of financial intelligence
to track and analyse their activities.'** However, many IMVE groups are not on Canada’s terrorist
list, meaning they could operate with impunity in the financial sector. Other tools, such as
kinetic strikes, have varying levels of utility and legality against this type of threat. The various
CTF options, and their relative utility against IMVE actors, are outlined below.

Criminalising terrorist financing is a central tool for disrupting both operational and
organisational support.'® These offences have enabled investigations, created necessary legal
authorities, and filled gaps in existing criminal law. While the same potential exists to address
IMVE in Canada, the application has been uneven. Many jurisdictions rely on hate crime or
hate speech provisions rather than terrorism financing offences, which limits both deterrence
and the ability to intervene early.!° A further gap concerns the role of extremist propaganda
as a source of financing for IMVE movements. The current CTF framework was developed
for more centralised and hierarchical groups, and it does not fully reflect the reality of online
content creation and monetisation that sustain IMVE ecosystems. While propaganda creation
constitutes terrorist activity under Canadian law,'*” it is unclear if financing propaganda
creation, or profiting from it, would constitute terrorist financing activity in Canada. Updating
legal tools to capture these evolving financing methods and transnational networks would help
ensure that criminalisation applies to all forms of extremist threats. Further; the relatively small
amounts of money involved in financing IMVE activity might be a deterrent to law enforcement
/ public prosecutors seeking terrorist financing charges against IMVE actors.
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Using financial intelligence as a disruption tool for IMVE financing has merit. Financial
intelligence can provide valuable insight into how groups operate, resource themselves, and
sustain networks, informing operational decision-making as well as longer-term strategic
assessments. A focus on financial intelligence strengthens the ability to understand and disrupt
terrorism by supporting pattern-of-life reconstruction, capability assessments, and both
group- and-movement-level analysis.'’® The same value applies to IMVE, provided that financial
intelligence approaches are fully deployed. Applying these methods to extremist groups and
movements would enable a clearer picture of their networks, support systems, and financial
enablers. Using movement and network analysis to examine financial links would expand
intelligence exploitation and provide a more accurate understanding of IMVE ecosystems.

Military approaches that rely on capturing or killing key leaders, including those who
control finance, can disrupt traditional terrorist groups by removing decision-makers and
destroying cash storage sites.!?” In conflict settings, these actions have degraded leadership,
interrupted funding flows, and imposed operational costs on groups that rely on centralised
command structures. Those options are far less applicable to IMVE in Canada because it is
largely domestic and lacks identifiable battlefields or easily targeted hierarchies. Instead, law
enforcement tools are the appropriate means to target financial facilitators: identifying money
storage mechanisms, seizing and freezing assets, and using measures such as unexplained
wealth orders. There is also a need to develop specific instruments to disrupt financing that
flows from movement-level activities and propagandists, for example revenue from concerts,
merchandise, and online monetisation that sustains IMVE ecosystems.

Designation, sanctions, and asset freezes can be powerful tools for imposing financial friction on
terroristgroups and the individuals who supportthem.!'? Listing regimes and targeted measures
complicate access to banking services, payment systems and commercial intermediaries, and
can choke off cross-border funding routes. Where applied effectively, these measures raise the
cost of doing business for organised networks and create tangible obstacles to financing and
sustainment. The same mechanisms can be applied to IMVE if listing and sanctioning regimes
are adapted to capture movement-level actors and enablers. Options include encouraging FATF
guidance to broaden the range of groups that qualify for listing, using UN Security Council
Resolution 1373 as a legal basis where international links exist, or establishing domestic
designation schemes that replicate the practical effects of listing.!'! Where IMVE actors have
overseas connections, prioritising those linkages and working with partners to designate
simultaneously can make designation and sanctions both more feasible and more effective.

Achieving measurable results against terrorist financing through mandatory reporting by the
private sector to financial intelligence units has proven elusive, and this is very much the case
for IMVE financing. Transaction reporting and threshold reports generate a volume of data
that supports pattern analysis and downstream investigations, but these mechanisms rarely
capture the small, diffuse, or novel financing methods often used to support terrorism. The
same limitations apply to IMVE; mandatory reporting alone is unlikely to be a silver bullet
for identifying movement-level financing and has generally been limited against IMVE actors,
often confined to post-event analysis. Further inclusion of crowdfunding platforms as reporting
entities under Canadian law might increase reporting,'? although many platforms accessible to
IMVE actors either fall outside Canadian law, or; even if they do, these platforms are unlikely to
comply with reporting requirements given their small size, international presence, and profit
motive.''® Improving this tool requires providing reporting entities with clearer, actionable
guidance so they can surface relevant activity. Banks and other obliged entities should be
provided with an ongoing analysis of IMVE typologies and indicators. These steps would
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increase the likelihood that useful leads reach financial intelligence units, but policymakers
should be realistic about the marginal utility of reporting improvements and pair them with
targeted intelligence and investigative measures. In addition to typologies and indicators, case
studies can yield promising results as they attune compliance professionals to the variation in
patterns and activities of IMVE financing.

Technical assistance has helped states build the skills and knowledge needed to detect and
disrupt terrorist financing, though the quality and mode of delivery have been uneven.
Traditional programmes have often relied on lecture-based training with limited practical
application, reducing uptake and long-term impact.''* These issues are equally present when
considering support to counter IMVE, where practitioners require tailored skills to understand
newer financing models and movement dynamics. This is further complicated by the lack
of international consensus on what constitutes an IMVE terrorist group. Without officially
considering an IMVE group as a listed or designated terrorist entity, states are reluctant to
engage on training on this issue. However, the nature of international IMVE networks highlight
the importance of cross-jurisdictional collaboration.'® Terrorists, regardless of their ideology,
exploit jurisdictions with lax CTF controls. The more permissive the environment, the more
terrorist financing can be found. As such, international collaboration, for both investigations,
and consistent policy implementation, will be key to countering the financing of IMVE
actors. Collaborative exchanges and sharing of lessons learned would help broaden global
understanding of IMVE financing and improve collective responses.

Civil law tools, such as civil forfeiture and civil litigation, have been used to seize assets, degrade
future terrorist capabilities, and provide some compensation to victims.!!¢ These measures can
reduce the financial base supporting group activities and deter enablers who fear financial
liability. To date, however, their use in the context of IMVE has been limited, and the potential
of civil law as a disruption tool remains underdeveloped. Expanding this approach for IMVE
would involve identifying viable modes of civil liability for extremist actors and supporters,
and creating clearer cross-walks to enable civil tools to be used more easily across jurisdictions.
There is also value in pursuing non-terrorism civil claims, such as fraud or harassment, when
these avenues offer a more practical route to disruption. A broader use of civil law would
diversify the toolkit available to constrain IMVE financing and impose meaningful costs on
individuals and networks involved in sustaining these movements.

Financial deplatforming has removed terrorist websites, disrupted online fundraising channels,
and limited access to payment processors and social media tools that generate revenue.''” These
actions reduce the ability of groups to reach audiences, solicit funds, and maintain an online
presence that supports recruitment and operational sustainment. The approach works by
denyingaccess to the financial infrastructure thatunderpins digital propaganda and fundraising.
This tool has relevance for IMVE as actors rely heavily on mainstream platforms, crowdfunding
sites, and embedded payment systems to monetise content.!'® Greater collaboration between
law enforcement, security services, and online service providers can support early identification
of terms of service breaches and prompt deplatforming. Strengthening regulatory approaches
to ensure that extremist actors cannot profit from harmful content can also further facilitate
this cooperation. However, given the preponderance of platforms, and the network power
of many IMVE actors, they are often able to regroup quickly on new platforms and resume
their activities. Regardless, efforts to deplatform them from the most popular platforms can
limit their reach, their ability to raise funds, and, importantly, the spread of their propaganda.
Constraining IMVE actors to smaller, more obscure platforms can further create target-rich
environments for intelligence services seeking to infiltrate these communities.
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Finally, beyond these CTF tools, IMVE actors also engage in other forms of criminal activity.
Pursuing criminal charges, including fraud or other financial violations, can offer practical
avenues for disruption.'” For example, FINTRAC’s findings about the business accounts
of some IMVE actors suggest that these actors are not operating successful businesses at
all, but might instead be using these accounts to reduce taxes, or as fronts for other activity,
creating the possibility of investigations for tax evasion.'?® Leveraging penalties associated
with other crimes provides several opportunities to potentially disrupt IMVE operational and
organisational financing more easily.

Countering the financing of IMVE requires adapting CTF tools to a threat that differs
fundamentally from the hierarchical, externally oriented terrorist groups for which most CTF
regimes were designed. Existing instruments—criminalisation, sanctions and designation,
financialintelligence, assetseizure, civillaw measures, and financial deplatforming—retain value
against IMVE, but only when applied with a clear distinction between organisations, individual
attackers, and networks or movements. Criminalisation and designation can constrain
organised IMVE actors, yet uneven listing practices leave many groups able to operate with
relative financial impunity, underscoring the need for more flexible domestic and international
designation regimes. Financial intelligence remains essential for disrupting individual
attackers and illuminating capabilities and preparation, but its utility is greatest when legal
authorities permit early intervention rather than relying solely on post-event analysis. The
most significant gap lies at the movement and network level, where decentralised financing
through propaganda monetisation, online platforms, merchandise, and events sits awkwardly
within existing CTF frameworks. Addressing this requires new legal tools that clarify liability
for financing and profiting from extremist content, expand the use of civil and non-terrorism
criminal measures, and enable systematic financial deplatforming. A layered, legally updated
approach that targets organisations, attackers, and sustaining networks in parallel offers the
most realistic path to degrading IMVE financing and limiting its capacity to adapt and endure.
However, the prospects for this approach and international coordination are limited, given the
lack of international consensus on this threat.

Conclusion

Over the past decade, the rise in IMVE groups and attacks in Canada has prompted discussions
about how to address the threat, particularly from a resource-denial perspective. By analysing
seven IMVE groups and eleven IMVE attacks, along with transnational network financial
activities, we have developed a baseline understanding of how these actors in Canada raise, use,
store, move, obscure and manage funds, as well as the costs of IMVE attacks. All attacks have
been self-financed, with groups also raising money for merchandise, events, and training. Both
groups and individual members tend to use financial tools that reflect the current landscape,
rarely employing sophisticated financial tradecraft to conceal their activities. Canadians have
also contributed financially to transnational IMVE networks through donations via wire
transfers, crowdfunding platforms, or business accounts.

While both state and non-state actors, including reporting entities, technology companies, civil
society organisations, victims using civil litigation, and private intelligence providers, have
various tools at their disposal to combat terrorist financing, their use against IMVE has been
inconsistent. Military approaches are less suitable, but most other CTF measures are applicable
to IMVE. Canada has adopted some CTF measures to address this threat, such as listing certain
groups as terrorist entities, yet these efforts are fragmented or underutilised. Many networks
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and terrorist actors have not been listed, and there is no clear process for prioritisation of the
listing of IMVE groups and actors by Public Safety Canada. Sanctions and asset freezes can target
IMVE actors but are less effective against decentralised networks. Updating legal frameworks
to address evolving financing methods would help ensure that criminalisation captures all
forms of extremist activity.

Focusing on financial intelligence is essential for better understanding and disrupting IMVE
funding. However, mandatory reporting by the private sector has had limited success in both CTF
and IMVE contexts. Providing clearer guidance for reporting entities, enhancing opportunities
for cooperation between platforms and international partners, and better technical assistance
for practitioners is critical. Moreover, expanding the use of civil law tools in this area could be
beneficial. Finally, pursuing criminal charges, such as weapons offences, tax evasion, or fraud,
could be beneficial where IMVE actors and activities overlap. Additional research on how
the outlined tools have been used, their effectiveness against illicit actors, and a comparative
analysis of IMVE financial techniques across jurisdictions, would be valuable avenues for
further research.

Understanding the IMVE threat and the three main threat vectors (groups, attackers, and
networks) is critical. This paper makes a significant contribution by establishing a clear
baseline of the IMVE financing threat in Canada at a moment when that threat is becoming
more complex, networked, and internationally embedded. It moves beyond incident-driven
or ideologically focused analyses by showing how IMVE actors finance themselves, how those
financial activities sustain organisations, enable attackers, and bind transnational networks,
and where existing CTF tools can and cannot be applied. This analysis also describes how
(and under what circumstances) IMVE actors adopt cryptocurrency or digital assets, going
beyond basic analyses that only indicate use to provide more detail and nuance on extremist
use of cryptocurrency. In doing so, it identifies concrete options for disruption while also
demonstrating the structural limits of acting at the national level against a fundamentally
transnational problem. Understanding how IMVE financing operates, which tools are available
to counter it, and where partnerships are essential is therefore a necessary starting point for
policy and operational responses. This paper operates as an analytic tool to better understand
the utility of existing CTF tools to combat the IMVE threat in Canada. While the cases examined
are in the Canadian context, these findings have broader external applicability, as many states
face similar threat environments and CTF framework structures. At the same time, this article
articulates an unsatisfying truth: even coherent, coordinated approaches are unlikely to deliver
decisive victories against IMVE networks, and outcomes will often be partial and piecemeal.
Recognising these constraints is not a weakness, but a prerequisite for realistic strategies aimed
at containment, degradation, and long-term risk reduction.
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